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http://apwg.org/apwg-events/cecos2013/agenda
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National Field Reports
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2 http://www.group-ib.com/
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Point of Sales malware — new trend

BlackPOS - 2013 (found by Group-1B)
Vskimmer— 2012 (found by McAfee)
Dexter — 2012 (found by McAfee)
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http://threatpost.com/carberp-source-code-leaked

4 http://apura.com.br/
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Aqura Security @ Ronaldo Vasconcellos (O
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5 http://www.securityfocus.com/archive/1

6 http://www.exploit-db.com/
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7 http://www.banelco.com/
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A—=)\—L~J)LIx7” (Screen Overlay
Malware) | EMHEINBDA> S RITEEDZ
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Banelco CSIRT @ Lucas Coronel KK
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Local Malware

Hosts File e ol
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{Pharming tocsl]
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http://dns.measurement-factory.com/cgi-bin/open
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EHINREEZDHFEEBNMULTINE U,
ZOLET, RAWLIRE LTI 120D FHU]
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B3 dmR) 1 TI.

Trend Micro ® #k ZFEK

9 http://www.ietf.org/rfc/rfc2827.txt

10

http://blog.trendmicro.com/trendlabs-security-intel

ligence/finding-banking-trojans-in-eastern-asia-rep

resolvercheck.pl

ort-from-cecos-vii/
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2011
Fake Popup
Twa-Factor Auth
N 5
2004
Phishing Webinjects / MITB
In Japanese Knowledge-based Auth

Technology for crime
has been improved every year

KeyLogger
Sniffing 1D & Pass
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11
https://www.antiphishing.jp/report/guideline/cons

umer_guideline.html
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12 http://jvndb.jvn.jp/apis/myjvn/vccheck.html

13 http://safe.trendmicro.jp/products/pwmgr.aspx

14 http://safe.trendmicro.jp/products/pwmgr.aspx
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EVWSTETURY,

Is Mobile Intrusion - Unlawful?

= Lawiful intrusion — in most countries

= S Federal Wiretap act

Naote: The cpinion heolds that anyene con monitor
the unencrypted Wi-Fl communications of anyone
else without implicating the Wiretap Act.

= EU-many variations of lawiul infrusion
= Example of Sweden - since 2009 log & store all
SMS [consensus govemnment)

IRH—R-EST-T-ANRESY—D-T-ZVK HRE
BEDIR

ZOURERLANIILTOERDHZS5T, BIFE
MOHEICEERITDIRENSHDET. TSUK
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MOBILE - UNDERGROUND MARKET PRICING
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B EDIR
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THE UNDERGROUND MARKET FOR MOBILES

The Cybercrime Market Supplement :

= Pay by Install - fake mohile hrowsers - Dpern Mini, Fake social network sppliention Vicean.
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Stealer/Authentication
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http://www.securelist.com/en/blog/208194246/Ce
COS_VII
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[ Nation State Cyber Warfare ]l ¥ [ Cyber
Espionage] &&N3EM4AH 2007 FLE. R
THRESNTVET,

Medio Oriente
Keylogger [.wav]
Gobierno

T3-T XAV -XK FERERLDIRE

ZO UIZEXRGHE#ICKBIEFCHITIL TV
SHOMERDDIBDIEDN [12FUZT X T
BDEFRLTWLWELU.

I -—PKEFAFUSIOXICETS 3 DDOT
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OSINT

Fuentes abiertas

DR

HUMINT

Trashing

Fuentes
de
IclA

COMINT E
Sniffing

T3-T XAV -XK RRERLDIRE

NHIBHRZINE - DT DL THRZRVET

[OSINT (A=> | : Open Source INTelligenc
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18

http://www.trendmicro.com/cloud-content/us/pdf

s/security-intelligence/white-papers/wp-police-ran

somware-update.pdf
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Tor Tld Hidden Service(lBEH —ERX) LS
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(Web H—/){ X—=)LH—)({ IRCH—/\iR&)
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La Web Profunda ++

Donde esta? Como llego!l... Onionland
Internet

|

TOR Browser

Introduction Point

|

Hidden Service

|

Domino.onion

IUFTI-BUZR RRERIDIRE

Z D onion RX-1 > @D Web B MMZIZ. REMRIL
/. BYOEST, HidsstE. FHRET. RUE. U
A IN—ILFRE R EDEET A "HISEIFEL T
3E5TY. LML, N5 Web B MMEERMHE
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