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52 EHAABOHBEHEZEALZEANOIEFHFING, ZOHEICITERERT 25 H
BEND RN XA ZDTRBRBAMAEIHRED T &,

PEICEWTES -FIBTE A VA BHOT7 IV FE L TRUNICERT
72, FXAVEBEBOI-ODIL—I - FEEHANTHEILT DI EHNEETH D, 5
IRXAUZBEIEE, BERICBEEOH2EMICEESR (FOoy 7®rvF) S,
BHINZAEEDLNH B2 DT, BLERBEELYIEAKRKDONS,

AR B GTRARD FAL VEFRT 25605, 414 22K &,



335 74y IADEREREBOXIG

(EHT7] O: 74 vy rJIcHIcTE2EBERHNTIL

HE - BEELEREFT 21U T 1 ORMNABROOAY AN EEDH AV N—I2LD
KEBEALEENZ—H, LR, I—Ltrx— H—EXERPPIA LK E
DEEHLEETH D, 74 v VI REFICE, HEMHOLD, SEFIEAFEEZ
FEFIEITAIC T AR HICEE, LB L TWK ZEAREICHR I DT, BRICELC
T-EERE,. REDEE L ER - LR— M ABBELL TELILEPRETH D,

[43 74 vV IBEPFRELTLE>BOMIGEE] ICERNE7D—%
BRELTWBDT, INESEIL, 74 v Y 7TREBOTHE (E7A—) %
REL-ET. ZOMISHATEERAEH ZEET 5,

T4y TIE—EHNRLOTIIALS, —ERETIHIEEBALHRIRINS X
T, Mk 2MERAHNH D, COT7A—ESEICEHBA (FLV—TAH) TRL—XGE
wEhEnsd &5, #Efgd s,

X714y IEETROTOICIE, WET 27T TIERLS, Y—EXERED
FIEmAL., AT L EDDIERL O DKRRIBE L WROMBREZITO ZLIFEE
THh 5,

(48] O: 74 vy r/HRKEICEYTZ2NLRBROZHEL TSI L

BY—EXICBETE 74y YT A—ILPSMSDEEPCT7 v IHY 4 FRRIC
B 2EHRzVHIECNET 2720, FRAEIMODOERREEZZIZ 74 v VT
HERO (A—LEry2—PHENORAOLOFEATELXZ AW £#FRIFTHELZ
ENEFELL,

. 74 vV TEREIENZBERORNEFNAICEY . AAFICZRAFEENS RS
P—ER (&R, /LYYy bH—FR, FrvralXREFY—ERE) 0FEI.
Thy FOFAFIR (B KECEROFEELRE TE S 24 KFHAIAROZHXE
TEUELND D,

3.3.6 MAENDEREE

T4y TICBEST, EF a2V T4 DBEERICOVWTOEEREEITS, £7-.
BEEMGROZEML., EEHEIPERELIBEONE R L—XITAEL512T 5,

[(E#H9] O :FIRENERINET7 4 vy IR RICATEEREHZTOL




MAZIIEROA—ILELUVSMSHEL ZEHIMT 20BN H B0, ZTDEHIT &R
5L 74y TICBATAERMECERET) CENEBETH D, £/, 74 v
YU TFERFIBAZEEL WSS, BEEOARE DL EHBEREL ZITL.
BREABRORFLPCEREBRROI-DEMNRNBLI OB AV N—HBET 5 LH
ZF LW,

34 749V BEEOREEZTRICHRIT B E-HDXE

74y I RELZBICIREOKEZR/NRICIHIZ 27201213, REHIOEREE
TODRALZ 7B TEHIENEETH 5,

[ZE#10] O: 74 v v/ OREZBRIAMTEBLSICERTBZZ &

BIZIE, Web 44 FMIHT 2RELT 77X DMARC L R— FPRAT Y I A—)L
HERTIIENBITONE, 74 vV IRAMICENAY—EXZFRTSILH
EZbND,



4, 74y I ETZ 2T IL

AETLRIET E TICHRARI=HA F 74 VBB ERET 32 7-DICHEAFIECERICOWLT
HWARFET,

41 MAEBED 74 v T BRIRIREICT 272D DR

4.1.1 X[ R XA VFRENDXIIG

FMAHEICESIICZ74 vy 7 %aflflid 55 %& LT, SPF, DKIM, DMARC. BIMI
EWVWSTZXE R A A VERAE~NDOH IO BN TH 5,

SPF [3XETTA — )Y == (IP 7 FLR) DFFiE%Z. DKIM (X =L~y & —PEX
NDBFEBRAICKY X —IVKEDOFEIZ 1T O #ZifiTdh ). DMARC, *E F X A »FPEER
fiid> SPF X> DKIM Z#58 9 25ffiicd V). WY T L X—ILTHRET S SPF, DKIM DR
AERBRAD D, ZDA—LZFBEICESHIC, 7ANS Z—AITREZES. 713,
EA— LRy 7 R Aﬂ%?&t@%ﬂﬁ’fﬂb‘_] LB,

DMARC F25E%5#7-9 7= (Zld. SPF 8B5E& SPF 774 X > b, F7-1x DKIM FEE&
DKIM 7ZA4 XY bOWIhhaEH-dmELH S, SPF 774 A2 b EHLTI-DHICIE,
From~y Z—D K XA & & return-path Ny X —D K X A »ZD—3, DKIM 77 1 X
Y hEBETEOICE. Ay X —From D7 FL XA, DKM EBLZ® [d=] THEEL F X
AVHE—BTEREND B,

DMARC @ [X—IOZEFERY > —] &, UTD 3 2OZEHEKRY > — 2RI
5ZENTEBRN, BYUTELA—LDOFEE LT DMARC DR > — “reject" %R ET
T ENEETH D,

ZDEEZEZHES (none)
fR#t <% (quarantine)
ZEEEET S (reject)

BIZILERA —LT FLRIZBY T ELIZ7 14 v v I A—PERESINTHE. SPF,
713, DKIM OFRFEHIKBLZBERL D, 7ANA X —FIBEIN-ZEHERY > —
2L > TREEES (reject) §3ZENTE, BRUTELA—ILZHAZICREITA
WHIE A rTEEE 22 B, F 72, DMARC (27834 Z—{H 5 Web ¥4 M EEHICFEMARR
SHERDOLR— b 23X EHAZBELTEY . 714 vV I A—ILORERTOIBEPLL
VT ELA—LORETOHEREHN AL AR D, BEERIZEICEEDOR WL, ZEHM
KU — Tnone] ICLKZIRRIBEHNISBAL, ERX—LAHPRIAINTEVTWE L%
R LI-DObB, RIC lquarantine (FREESH ) | lreject (RIE%RIETT ) | 0FiE
#J## (DMARC Enforcement) %475, RU—2" [nonel O FEFEBEREFITH L, HY



TELA-INWEIZEE~FZBLTEERT 20, HEMFICAELT, 74 v I TH
ONdEEIT2ERE RS,
F-IoIIC, ERFAA VD OEREINDIRIAFA A —ILORRMEZR LIS BIMI
(Brand Indicators for Message Identification) #;ER3 32BN TH D, BEEH
BIMI 23&E ¥ % &, FIEEA® BIMI (5T 24—y 7 MIT, 077> 80
OREEZRRTDBIEDNTED, INICLY, ZEHFIIERDODA—LTHD I & ZHER
5T ENTE S,

FEEF A B EH
SPF | DKIM | DMARC | BIMI
IERA-LTHEC LRI -4
= - - FBETES
e . EFERTANERIE, X—)l | SPREDKIMOSTERREMST
BT IPPELR B Ly sy A oEE | L B ERUEANOE | o
BEE{S AN EaE HERICTES EEESENE TN ERSEE NIz X7 — A
- T FEEDA > —9—%
_ _ _ _ [ BRI IEh0IUT
TSAL | PIAAE - P54 A e P DMARCHUS —
I — | B=EEZ | —5 | SEHRE-F - | quarantine (& reject
A4 From Bt mwd From FxX i~ From FxX w4 From Fx- [DMARCHRIS — DMARCH—
A3t EEERENA A s EEERNA [ p=none p=quarantine
>y = > = [t rieg
T>~o-7 DKIMBZ x4 |DMARC LA—|-
I>~o-7 From Fx4>  DKIMEE XA > EFEFRRICHGE p=reject
From Fxs : > BRIEH-CR LT AL BiEAEETE
[ SRR o x> (DKIM~w8 ) | SSICFREE. BRiE
7 d=%%) %ﬂtb%ﬂ"iﬁ
gﬁ\

3-1 *fE N XA VAR D LR

4.1.2 FIREBA —IVICETEIHA R Z7A4 VDERE - BT

FIRABEBX —LBETE2HA R IAVEZREL. &R - BEBALPAA FZ A4V ICBI>TA
—IAERR - EEZITHIZ LT, FIBED 74 vV T A= IIZTFTERT KA B,

A—IVERK - REEICETEHA R T4V ICiE, ZHA. BRDEEXH, AXOEBRPE
FEoFEWA, REPHBEOR—. AXTHOMWELEAPREFELELREDER T v &2 —
KRR, RERET. X —LER, BEREGEFE (SMS, X—, SNS) A&, ZKICES
RNEEBRYVALZ ENEELL,

T4y VI A= LOELL IWEEICRAIETV Vo 2BEE 5728 HTML X TfF
BKEnTWw?d, HTML BTl 74 v v I YA b vy o2 EEZERY V7 ICEEN T
5ZENRBRETHD B :<ahref="7 4 vV A D) v o"SEERY v I</a>) ,

MAZFICERAAYR7z2z8hbEHRWESHICH, Web ¥4 MEEEZENFIBEICKET 5 X
—WETFRIMEATERT B EDALEE LV, TF X MERALUATERT 2551,
A—N@Xzat—L, UV ZELBR 714 vy I A—NL%ER - BEINS
YR %BELTI- ETEMST B,



BIRLERBHNET X —ILICERERCRZ VB Y Y 7 2BWS -0 HTML X %R
Bd25aI1IClE. FAEFTEFAMERAD HTML ERX A2 BIRTEE LS5 ICEEBT B2 &
MEFELL,

F7-. AR EDRRIE. EE N XA V5 DMARC TRESNI- R AL VEZDX—)L

7 RLZADHIXET S, DMARC TRESINTULWEWEE, ERA—ILERLEX—LTF
vxvhx4/%%ﬁofF&U?ibjx—»%Légtﬁﬂ%?%U\ﬂ%%uﬁw
MENHIIATERAWLZS, HEIFRELPCT (A S,

413 XA VZDER

(1) RAXAZICBETIERIER

BHDORFAAVZHZBFTAI Y TLRILEAAVOBREICIIZIEZTIELRH DL DH B D
"com", "net". "org"®H B LML "xyz", "site" B EDHFEDEEEFELAWVWVI XA E S
BIREPEE ﬁ?%%E%E%ﬁbhb;t%%b;tﬁbEM@K%W@FX%V%@
BFE 74 v v —PTLRT L, Web ¥4 MEEEIPRELAY—EXZRET S LT
TEBRDMBETH D, "cojp""jp"IEEFICHT-> CTHRAERIERINDER R XA V4
TH D, FIZ"cojp"lFBRENTOEAEBLZIPDEL WS L—LEA->THEY, 7A—N

ICHEARBEIFRTE R XA vBELTRMINLTLS,

—MEHBEBEN P XA V22 R THWT 2L IIEREICRETHEH. MBODH 2FHE
P T4y ITREETIERANDOR Y X — AEKE, BEE, 7YX MEICER
XAV ERR (M—EXR) ZRT L, RYIECTRRALHMEINDZ L EZHILETE
%,

(2) B R XA VEBD-ODEEEE
EEICBEVWTER - ﬂ%?%hx4/%%ﬁ@ CEETEEHDL—IL - FIEE LT,
UTORBEEDDUENDH 5,

FXA v ZOEB%ITIEM - BYH

XA v ZDEFICET 28EEE

FXAv&ICEAT 2RBEEREEROER
FXAVZDBFELE - Web Y —ERFBRTREOIEEE

[(FXA>2DEBEITSEFM - BHE]

SEEEDEICE L2 K A 1 >4 % gTLD (generic Top Level Domain) & I3, %L Cip ® L H I
TLIZEID S THNTE RAA 4% ccTLD (country code Top Level Domain) & FE5,
SJP K X A 4 OFESH & %5 : httpsi//iprs.jp/about/jp-dom/spec/



HBROBHOEFIN O ZNZENOFABNDI-DICEFICERD N XA ZEBY —
EXWFHIND LS BRATHD L, BRTEHRLTVWD XAV ZOLRBENTE
T, X2V T BREICRITE-ER G ARINSEY ., BEIFIREINZY TS EXAAVED
HKETDVRIDNELBD, COLIBEEZEITEHZH, HohrLOHNXAM V2ERE
TS8P - BUAEEZEDTHELDLELNH D,

[(F XA 20EFKICET 2 BEEHE]

H-B A V2285 - AT 2RIE. Z0BNZBELONICL, Y7 RXAVZDFE
e, AUy b - TAY Y bELBRRETI2HENH D, FIZIE. YT XAV AIE—HK
MICHERF XAV EZOBERBIHEALEFEELPTUVAA, REPEMICHY, BEXA V4
DERERRNEEEZ T DERMENH D, ERDEF T & ICHBIRET L. XA v &2EK
DEE%HMT 2 EHBRETH 5,

T, BHRFORXAVEZBERBICEIT2FXF2 VT mMEDFERELT, ERLAEWVL
PRMT—EEEHCEHOY—ERP, FAAMVEZOEFERHIERETEZ BRI ON
5ZLEBLCTEOHOY—EREZREFELTVWAL IR 7 —2H B, ZNOLDOY—EXIL,
BEHLIE=FENOFNAAVEADFE- I ZHLT-OORKE L THENTH S, XAV
ZDEF - FABEEMNICIECT. INoOY—EXFBE2RFTTELHRETH D,

[FXA>ZICET 2 REEELBROEE]

FAAVEZEBY—EZXDBIE, BERPORXAVZICEALT. FXAv20BE, B
¥/ BEIE, LR —EERE, FAXAVEOBFEODRAZERT 2-O0EERE
BHRDZZENDHD, ZOBREZELLZITRAZEMNTESZ LS IS, BHFHTWLSEK
SIEREDBICRFICED, BHELTWB RS VZICET2ERLAH->-BAICIE. 4T
NAEZHEZ L. BYIARSZITI ZEARETH D,

[RXA>ZDEL - Web Y —EXFBRTEOFEEHE]

FRAEZEA TP XAV AZREETIRIGTEEARTVLETH S, b4 MIEBHIN
TWB U IFIE, bNGCHIBREZRBEEREZTOLELNH D, BlEIN XAV
ZIF—TEHRARICE=ZENEZ N AA VBZHICERTEZZENAREERY, Iz
STEBRETHITAIEIFOYy 77X v v FEFEND, FICERY —EXTERIN TV
HDE [MBRIPENXAVA] L LTOMELNHZ-H, -0 avithiionizl,
TELRYA MZ2EZINNTEYRIDPHB, IHFE, FAYTF vy FINFFXAA Y
L@ TEVRL, FEBEZITIAREDEMHREREL -

RbBEMENKIF, —EFHF MALELNAM V&G, Z0RbMELEITZ2ZETH
%, LT ZE ?ﬁﬁ%?& XA YZERELET IR Y-EXRTER RE10FEE
T FREZ LERICKELET 2R EDHRAEZIOND, A, FtLtFx47%t
FBLXFINHIB=ZFICL > TEHFINBHE, AFERALOFELEVWCHFLZEL T, F



AAVBEMYRYT (= [FAAVZOBE] 2175) BHHBHD. XA VEEHLY
HLIEEZNICHEOERCEEA MM > TLESAREELIEL. £/, BRICRVEE 3R
W, oo [RXA v &2i%0iEAt (DRP) | ICEDCHRIIZITL. Z0#HEl
BzBLT, FMXAY2ZRVERYT (= BEGEHTE] 218%) AEbH 5P, BEICHK

FAAVEBDEFRETH 122 b>THRGBREEZBIZ LI, BOTHLVLWAICHLE
BOYRBETH 5,

MR T, HEBDOWeb 4 —EXZHMAL TR XAV ZZEALTVWET—X T, ZTOHY—
EXFAEKTTBEICIE. DNS OREZBEYRREBICLI- LT —EXFIRZRT T3
ZENRBETH D,

Bz |1E, CDN 4 —EX0FfBEETIT 51546, FIBEKTHSH DNS ® CNAME La—F
WNE->TWBE, BEHIEZFEIPY 7 FAA2%FE-HY (Subdomain Takeover) .
T4y T YA b aBETBHYRIDH B, CODN Y—EXOF AR TEICIEZ, DNS @
CNAME L a— FZzHIBRT 2 EHLH 5,

4.1.4 FAE~DREM

(1) FAE~DREAMD RG] - B

R LN REFMICHESES oI, AREIHER T2 L5 ICHARRES D
DR OEBICEREL-ET. QLS ICHERINIEV LA ZSDY RT IHRIICETER
TE2LENHD, RPOLFICE > TRARMEHNIREL, FICKBEZICBERSND YRS
TEHBENLH D,

ZZT, FREFEICEDELSHEBREEDL S ICEANIE LV O OWVWT, BEENE
XEZERLER S, bW PTMEZAERRT 5, INICLY, BEEHIFAE~D
SFEMEE LY NRNICERL, 74 v IHERICKABELARRTCER LA BIEL
TL\%O

[(RLWBI1] AU A FPERT 7Y ADELWERZBHHEICIRRT S

T4y VT A=IPREYA M, &KYZ>< YD URLXRT7 7Y %{E > THEE %R
Z5&9 5%, FIRED [ENDPERHOERY A bT77VRON] ZVOEBETHhND LS
ICERZHARETAILT, R TBYICT I/ ERTBIVRIEZROLTHIENTES, £
oo RERYVIDPLEHEINDVR7ZERL T, HATCURLZEHLAEVWFELEHT
H5,

FCEA




RKZATLTIE 74y IWRO—IRE LT, HEDPURL ZzBIEBHL THY £
Aoﬁ%’ogitfu)MXEﬁ@V%b#%FWFWWXLJ—Jﬁbfﬁ%Dt
EET, REILTIELRTHE0HICIE, BRICT v IX—0%2RELTHEL L% H
ITIHLET,

[BWFI2) 7HYY FMER (ID®/SX7—F) ORYIEWISEELZET

74y THEROBEWIE, FAEDIDCNRRT— R EOREEREEZHID Z LI
HB, A= SMS Tla< URL ICHAEZZEL., O/ M4 VBEREADNSIEL2FOIELE
COWEEHLLLTWD, ZZT. [Z2T7—=FidAIETIcHzZ AW UV o %
BOBRIIAYICERY A bHZ2HRETS] ELWo-BEANLEIEMEZRET 5 2 &HK
YITH S,

FCE

BHAA—LPSMS TEESFD/NIRT—F2ERBNRTHILF—YITTVETA,
AN—, RELEA v -V R M-735B81E. Vo7V vy o8 TICTEETT Y
IR—7 LIE=RAYA bhoBERTA L, KLz THERCIZI W, ID P27 —F
EREPRATH > THMMALHBLAVWE S BBEVWEAL EITET,

[RLFl 3] ERICER S NARBREORESEZRBNL 22, BEANAFOVER
REDNYRTIRY

EPeRATERMEEZ TS 2L T MAEDN [BALREICESAbLhAn] &7
LT CmB, 12720, WEICEDNEZT7 4 v T URLOEERT FLREZZ D X
BHEHT DL, THEICZV Y I SINEZBNR RO ) X7 H D70, —8MI (R
HFHE) 2RI HEDREBNILEL LD,

Bt

BOFITOTRFER L7414 vy Y I X—IASHERINTWES, 4RI 1T
RANEROEEW] EWHIXENEEN. KX OBV A FABEINLZFON’ER
NELH. U o%kd URL IZEAYE RO HJ\O% Wiz, EBUEICZ Yy LA
WESTEECEEL, DLTHREIZRL 28 Lo ZHEADOERY A M
EET XL TITHRIEI W,




[RWB 4] ARORHEEPERBEARTY 2 TBRERR - AXERZEYICS
B9

74y THRIEFOMERTEMRL TH Y. RHEBECERFARLREH OITKIFR
ZHEREHRL WD, EXFEMBOBWMEHRL T TAL BZFRBOLKIEREEANT
52T ARENVEMOMFEZIZICT < BD, INODIERY A b~ADY > 7 % RTE
ICIE. MAENT /L RAEZREBERABVWLDI T ENARTEIEHNEETH B,

ECEB

74y IRRICETIERMOFOCIERICOVTIE, ERFCPEMTHELEOR
R CHFLCEARALTVLET, IARLARGEIE. XXX RBITHET TR, 71 v
TIRHRBBEZDOARBRDHHETCIEWLECE, LYHEHANEKREZERETEET,
VYV DEBZEDIDHB-HICH, BRI VIV ZFES, H5WVITRMEBE DO L% IE
LLAALTARARYA AT IERTBEHFEZEITIHLET,

(BWE 1] TURLAELWAES B THERL TEIV] EFURITS

URL ZBRBTFzv 7 95DI3HH L <. WEFOIWAHGEE RIS DIIES TIEERL,
HTML X =LA ETIFRRINTWLWS URL EEBOY Y I ENES m—XHZ W0, F]
BEICTEATELLAHBLTHAS Uy 7 LTIELWL] EEABETTIEEELHE
ENBWT L ZRETINELNDH D,

BULEES

RiL, REAEA—LADPEZHBEINTUVET, BLLWEB 70, FTIEAICEE
@ URL #° Thttps://www.a-bank.example.com/] % &, HITDELW URL (T >TW
2HEIDELCHERL TSIV, HLERRINTULS URLHAHITO P XA v T
Wi, ZoZEEs7 U v 7 LTWEEVWTELEHEA,

[(Bufl2] [XA—LTFLAOERETHAELWHERL LW EFUNITS

WEEIX—LDXET (From) #AETE34-0, RACHEBTHOEROERT7 FL X
ZESHBEEL DD, FEED [EETT FLIAAEG>TUNIEERY ] EBuvvAs & L
e R XA VO ERE SRR A — L ERIKITAWI R IAEE->TLE S,



EWEEM

YuTlr, XX =1L T FLRE LT lNnfo@a-bank.example.com] [support@a-
bank.example.com| OAZFALTHEY £, b LEVIZXA—ILDEETHEITOF
X4 > (@a-bank.example.com) #&A TCLWNIE, FEEFRYHEIRELZIDTT,
FHOLWA—LEZZITE-1=BH. KETEF v 7T 57T TERYHE S HDOHEFIH
IEICTEE T, AL — TDORAAVEESIBEET 4 vy I X—ILOARELNS
WLWDT, BIBRL TWK K BEVLWWELET,

[EF3) ERERAA DA ESZ URLAOERETT| EERNTS

https://a-bank.example.com/ & W3 XFFIAEENTVWTH, TNHERBRICY 7 K X
A TIEBORAENT-BY A FOEELDH D, FIEED [ERF XA VEB2ZR2FNIL
OK] LBWALE, WEEDIHWR MY v 7IC5|oh DU RT3,

BULECES

LUHDIERY A b [https://a-bank.example.com/] & WS KX A v %FAHLTW
£F, A= Web ¥4 T, 2T URL ABRIICKRINTULNITERNICERLT
o PIZIETFED & 512, URL #' la-bank.example.com] T E > TuwhiEEHoY
—EXR=ITTDT, ROLTATAVIERZAAL TV VW THELEEA,

https://a-bank.example.com/users/login

https://a-bank.example.com/account/info

HLBIESB R A Y ZRAUTBEIR. ZDBTHR_TL TRIXTY., 2L TH
B XFINREL > TuaiTniE, HHAXY A bEeFEXONEXT,

[BEWFl 4] ThyZ7LRILEXA Y (com ¥ .jp B E) TRENES T 5] &
AN R7)

fy ZLRIVLEXA Y (TLD) A [.com] ® [jp) BRETH->TH., WEEIFEREHR
ALY, UEhELRTRAAMVZEREL TCERTAILAAEAZLICEET 20
EHH B,



EWEEM

HL, RERA—LOYA 2RI EEIE. FXAVYOEREAD [.com]| ¥ [.jp]
ICE>TUWNIEHZBEFETES LHIIL TW LW TEBWERA, #IC [xyz] ¥
[linfo] AE, HFVEZTEBREWLWR Y TLRILR XA Y DFEILFFRY A DL
LD THERICT 72X LAWK BELWWLET,

(2) MRE~DRAMICET 25E1ER

2025 F£1RE. BATHAEZEIAZVWAFEALA— LY —EXIZ, BIMI [ZXGLTHY .,
S/MIME $F7-R<%— 7 MBHEDX— LTS THERTZTE/-0H, TDOL5RIERX
—ILDFERICHERFEMICHS L. £ OHRAEZRAMT 5,

7. S/MIME IC&2BFBAIE. RETOAXA—LT FLRAEMTELETS -0, &
AR (A—LTFLR) ICL-T, BFEBERZREZDITLY DAY T 5L, FAE
BEFEEDVEINTUVWEWI EADH B ERFBLTLEL, RN FRT S, LA -T
S/MIME IC& 3 BFERLZITOBRICIE. XEIERATE2IRTOX—LT FLXTEFE
2T ZEDNRELR D,

P—EXZToTWBWeb YA bDRXA e, FIBEIEETHAEFA—LT L
ADEAAVRAE, HBTHBIZIDPFABICHH)PTVWZHEE LWVWA, A —ILEEE
HEOHEL, Y—EXEILEI FXAVR%EZERTET7T—RHZ0WERBbh3b, TDi5
BIEBTEENAAVRIATIAA 22 RELIZLT, FXAVYEBERBRZRRAL.
BIMI 72> F7A4ay, RRAY—7 D& S BEMEFEN, ERA—ILORREZRLET
5T EHIRETT B,

4.1.5 FIEEA~DFEM - IRIERFEOHE

1) MBEEI LRI —EXZHNATIREZEZ D LIRS
MAEINA Y F7A DY —ERDIBREALZEIR DI EE 714y IR ERICOR
Hd, FEERE LTRERICBIFZARABRZEHET EAEZOND,

® O0S. Web 777H—8LU077V, V7 b7 xT7IE, BHAOEREHMIIKE-> TR
HFOIRREICRD Z &,

@ tLXAUTFA[EYILTZTHA VA F—LENTULAEWEEICIE, 1 X b—
L., BEEZzEMIC L TRITKREBICROZ &,



® URL ZHEF T2 eATEHAVMAZECHAREICIE URL 74 L2 —%8BAT 5
&,

o TTURY TNV TRIITAREOT Y, V7 b7 zTRAVYRF=LLAEWT
Eo

& LUTHELA-NWEROCEKRA—ILWEIMab /oA — LY —ERZEIE, £
D THWEEICIERERX —LT7 4 LZ—%FBT B &,

BE FIA Y —EROREEIL, MAERRICEVWTERY A 0 URL HMEHNE
EFICERYA MIEREINDZELDICLTHEBLLLENH D, TD7-HIZ1E DNSSEC X
RPKIAREDEF 2 ) T A BEMZRALTVWARBESTEEC/ SV Y —EXEBEEAFE
I 5,

(2) MAELERIANE 7 4 v Y IWERICATT-EEEBNEITS
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https://www.antiphishing.jp/phishing-5articles.html
(HEwY 1 F]

(FABHEICE>TT74 vy TIlHbBEW-ODERNIETEEEALTWLDS)
- CNET Japan

https://japan.cnet.com/news/sec/
- ITmedia

* INTERNET Watch

https://www.itmedia.co.jp/news/subtop/security/index.html
https://internet.watch.impress.co.jp/
- ScanNetSecurity

https://scan.netsecurity.ne.jp/
+ ZDNET Japan

https://japan.zdnet.com/security/
YAFEZa2—2X

https://news.mynavi.jp/top/digital/pc/pcsecurity/
- BARYAN—EEHEKL X —
https://www.jc3.or.jp/
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https://www.meti.go.jp/policy/netsecurity/

https://www.npa.go.jp/cyber/index.html
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https://www.soumu.go.jp/main_sosiki/joho_tsusin/security/
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C T4y IV IR ES
https://www.antiphishing.jp/

- JPCERT a—T 4 x—Yavtrx—
https://www.jpcert.or.jp/

‘NPOBARY b7—204F2UT41H=

https://www.jnsa.org/

(BEAT - HAEICBT2ERExX 2V T4 BROBBEIBHINTWD)

(%27 Web ¥4 + 0FF]

[Z47 Web ¥4 ~FIFH DA |
MITITBUE AN EREIHR &I, 2007
https://www.rcis.aist.go.jp/special/websafety2007/index-ja.html
(Web ¥4 FDOFAEICH>TH DI REHAB LT ZDOHKA T ZF > TLNIER
EEBRDBEIBYA MEY ICRELRFTFOEFIEHINTWLS)

[V b DREFHERK]

[Z27% Web 4 FDfEY A
WL ITBUE N IEIRANIBHEERAE
https://www.ipa.go. jp/security/vuln/websecurity html
(IPANDEITHEHFRDEZH > 1 EHHEPKHEICL Z2EEEHNKE WEEHEZERY
EF. Web ¥4 FHAREZECEZEI B ALX 2V T+ 2ERBLI-RENTED &
SICTBIHDERNBEINTLD)
[Cxa77RT7 IV 7#E]
WILITBUE N IEIRANIBHEERAE
https://www.ipa.go.jp/security/awareness/vendor/programming/index.html
(VZ b7z 7HEIRICETZ ERTIE (EHER. &5 »oEsEENEKOR
BERHBTEDLSICTE-HOBRIEHINTWD)
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[SPF (Sender Policy Framework) |
HEEAA v &2 —F v bHE (IAjapan)
https://salt.iajapan.org/wpmu/anti_spam/admin/tech/explanation/spf/
[DKIM (Domainkeys ldentified Mail) |
BEEAA v 2 —F v MMe (IAjapan)



https://salt.iajapan.org/wpmu/anti_spam/admin/tech/explanation/dkim/
[RE R A AV RARATEA~Y = 2 7 IVE 2 b

B A — LNt RHEERZE S (Anti-Spam mail Promotion Council)
https://www.dekyo.or.jp/soudan/data/anti_spam/meiwakumanual3/manual_3rd_
edition.pdf

BFA—NLDBEYTELHR-XEN XA VFEETHEY TELZLC-]
B X — LAt ERHEER RS (Anti-Spam mail Promotion Council)
https://www.dekyo.or.jp/soudan/data/anti_spam/auth_leaflet.pdf

[CSIRT NDXZIEEHR

My Tv bREDREITH]
JPCERT a—FT 14— avtr—
https://www.jpcert.or.jp/form/
ATV MREDKRAEBADFSICHA FZ A4 VICOWTRESINTWND)

[(Web 75 9% —D7 4 v Y4 bxtsEise

[Microsoft SmartScreen |

https://www.microsoft.com/ja-jp/safety/terms/smartscreen.aspx

(74 vy 110 %)

[74v>v7 110 &)
https://www.npa.go.jp/cyber/policy/phishing/phishing110.htm
(74 v 7ICHY 2ERBROBRIBESL CHEOBRENMBNINTLD)

[ER&EL> 4 — - BEEFEE 2]

([BEREFEEYZ—]
https://www.kokusen.go.jp/
(FIREHL O OEKEF L ENBEHINTWNS)
[2EOHEEEFE Y X —]
https://www.kokusen.go.jp/map/
(BEREHOBERBO—ELBHINTLD)

[% Ditd—fgra 13 1]
(A &—Fy by b T4 &—]



https://www.internethotline.jp/
(BRIZBITEM v 2—3v b LO&EE - BEBROBERZARO)
[ X — LK > % —
https://www.dekyo.or.jp/soudan/index.html
(BBEBLVEEEZUT BEBFA—LOXEOHEENEICET 2 EE] I0E
RLTW3 EBbN2EREA—ILEINE)
[RIZITBUE N ERUIEHEERTS IPA 7 A L REITH]
https://www.ipa.go.jp/security/outline/todokede-j.html
(VA LZROEIFHEZ T TWNS)
I ITBUE N IBRAEHEERRE IPABHR ¥ 2V 7 4 ROMEKERA]
https://www.ipa.go.jp/security/anshin/index.html
(LT BLUVRET 7 RICET 2HBENAERERO
DHEET BIREEE LY 2 —|
https://www.ccj.kokusen.go.jp/
CBADSBALLER ({vy2—%v MBiR - EETOYavyEYIEE) |
T35 b7 7L0BVEDEEZIFHFITTVWS)
tEEAI Y E2—2Y 7 b7z TEFERBSREI BRI
https://www?2.accsjp.or.jp/piracy/
(EfFEEROREITH)
[—EEANI=FY - T - 777V AV]
https://www.udf-jp.org/
(BYICET 2 ERED)

[STOP. THINK. CONNECT. ¥ v > ~=—>]

[STOP. THINK. CONNECT. v > ~R—1/]

https://stopthinkconnect.jp/

HROE T4 vy I/ERKT —F > 7 )L—7 [Anti-Phishing Working Group |
(APWG) & 7 X1 Ah&E&RE® National Cyber Security Alliance  (NCSA) &

2009 &£ (C [STOP. THINK. CONNECT.] v v R—>%FthL 7. BEATIE 7 14 v
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DY A N—LFEHLEDT-H DIEPLERKEHNITHONTWL B,

(71 vyvotEmERs)

https://www.antiphishing.jp/
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R E-7ANRA X —~DT A 7 X7V EFXH

To whom it may concern,

[fE@ e a7 7 A L.

The website is located at the following address:

<7 o7 A Fo URI>

For your information, the fraudulent website appears to be a forgery of this

legitimate website:

<IEHY A +d URL>

Please take all necessary measures to suspend services of this fraudulent site.

We highly appreciate your cooperation on this matter.

Thank you very much. Sincerely,

HYE . REHEOLAH]
R FE RMEEOFENE]
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