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<A FTE=Za2—R
http:/mews.mynavi.jp/pc/pesecurity/

A ARG 1 > hOvEE LR
http://www.nikkei.com/tech/inside/page/?7uah=DF150220130925
Bt oe i A N —FEH
http://www.yomiuri.co.jp/it/security/goshinjyutsu/

(74w 7 a2V 7 I T =2 — R GUE B S Tund)

C3 [¥FRAERERETOYA K]

18 T PEEE
https//www.meti.go.jp/policy/netsecurity/
WHE
http://www.soumu.go.jp/main_sosiki/joho_tsusin/security/
%17
https//www.npa.go.jp/cyber/index.html
HEHET

https://www.caa.go.jp/
MANTATBGE NG S ERERE  (TPA)
https://www.ipa.go.jp/security/

T 4w TR R
https//www.antiphishing.jp/

JPCERT 2 —7 s r—varkr#—
https!//www.jpcert.or.jp/

NPO HAR Y hU—27EX=2 VT 1 ha
httpsi//www.jnsa.org/

(FAFT - BURICIRT D1FHEF = U 7« BROGEHRI RS LT D)
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C4 [R&EWeb YA FDFIA]

- 24272 Web A MRIFHOSKAN] MNZATBIEN PEEERSGAFZEET, 2007
https!//www.rcis.aist.go.jp/special/websafety2007/index-ja.html
(Web %1 F OFHFITH>TH 5 9 XREFAF TOZEDOEHI S 2 5Fo TUULL 2L
2% K97 A MEDITKBEREGET OB Sl S TN D)

C5 [YA FOMESEMERK]

- 24272 Web A b OAEY J5 ) ISATERE NG HACEHEERE A%
httpsi//www.ipa.go.jp/security/vuln/websecurity.html
(IPA ~DJi T AR D2 70> - T MEFa LB T £ 2 R B AR &V WEEHHE 2 B ) BT
Web 1 MHBHEOEEENEO 0EX 2V 7 4 ZBELIFEN TEH 91T 57
D OEED G S TN D)
s XTI u s T I TRERE N TBOE NG AL EHE S
https//www.ipa.go.jp/security/awareness/vendor/programmingv2/index.html
(V7 b= THRBE LRI S L TR e, &EH M ofEstdRomnaE
W CEDEHICTHIDDERIFEEH I TND)

C.6 [&XfE R A4 &%)

- [SPF (Sender Policy Framework) | MEIEANA > % —3 v M2 (TAjapan)
httpsi/saltiajapan.org/wpmu/anti spam/admin/tech/explanation/spf/

- IDKIM (Domainkeys Identified Mail) | }AHEANA > % —x v FMiF (IAjapan)
httpsi/saltiajapan.org/iwpmu/anti spam/admin/tech/explanation/dkim/

« [RME R AL CREREEIREA~ = =2 7 /VE 2 iRt ) 2R A — Lo RHEEE R %2 (Anti-Spam mail
Promotion Council)
https//www.dekyo.orjp/soudan/data/anti_spam/201108MN_all.pdf

« [EBFA—NADRYTFE LKEK 25E FAAL VRGRETR V3 FE LA 2K K A — Lkl skt
%2 (Anti-Spam mail Promotion Council)
https://www.dekyo.orjp/soudan/data/anti_spam/auth_leaflet. pdf

C.7 [CSIRT ADXIEE:R

- [y F v MREORITH) JPCERT 2—7 4 F— g Ly —
https://www.jpcert.or.jp/form/
(A 3T v MREDKRETLADFRIRAA FT A ATDW TR STV D)

C8 [WebTS9H—DT74vF84 bxtsRifaE]

[ Microsoft SmartScreen |
https://www.microsoft.com/ja-jp/safety/terms/smartscreen.aspx

C9 [TZavyPrF110%E]

https:/www.npa.go.jp/cyber/policy/phishing/phishing110.htm
(7 1 v 7T HBEEBURDIE IR AP E ORISR T ,)

49



C.10 [ER&AFEt 57— - HEEFEtEV 5]

- TERAEE & —)
http://www.kokusen.go.jp/

(FIHFE DS OFRR R EM e S AT D)

- [ REOEEEEE 2 —]
http://www.kokusen.go.jp/map/

(F RO RE D — B3R SN TV D)

C.11 [ZFDitha—A&Mm (+485%5c)

I G S S N S N (Vs e el
http://www.internethotline.jp/
(AARIZBT DA & —Fy b LOEE - HEEBROBRZZEN)
- [RRA — VR R v & —)
https//www.dekyo.orjp/soudan/index.html
(BB LV ZReaZTC REE 1 A — /VORHE O I VEICBIT 5 ) 1SEK L TWD
& DO DK A — L ZER)
o DISAATBOE NEROETHEER A TPA © 1 LV R JEITH)
https//www.ipa.go.jp/security/outline/todokede-j.html
(VA NADETFHZSZ T TN D)
o [HRSTATENE NIGFHREEERRE IPA TS HR X =V 7 ¢ ZOHRE D )
https//www.ipa.go.jp/security/anshin/index.html
(=T =78 LOVRIET 7 & AR D ANEE D)
- WHEE T B e 2 —)
https://www.ccj . kokusen.go.jp/
(MDA BIEA LTz (f & —Xy Ml - JFEHCOY 3 vy B 7 5te) (T2 77
NV OWEDE EZITHHT TN D)
s THHEAN= B a—2 Y 7 by = T E R A E 2 B 1R
https!//www2.accsjp.or.jp/piracy/
(CEVEHEER D JaiT H)
s [ E N = T - T T U
https!//www.udf-jp.org/
(BB 5 tERER)

C.12 [STOP.THINK. CONNECT. F v > R—>]

httpsi/stopthinkconnect.jp/
R 7 ¢ v v TRER Y —% 77 )V —7" [Anti-Phishing Working Group) (APWG)
& 7 A VU BERED National Cyber Security Alliance (NCSA) 1% 2009 42 [STOP.
THINK. CONNECT. ] & v —2%ta L7, BARTIET 1 v o v 7SR iES 233
L. EREX U T o xBREES, ST, JLY Y R —Rath, va v v YA NEER
BRESEIERA NI ST, BARENOY A S—ALIRB 1L D72 8 D% R EIEEN A T
DTS,
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C.13 [Z 1 v ixtkiEs

httpsi//www.antiphishing jp/
T 4 v T EROERIRIE email 7 N 1A : info@antiphishing.jp
(7 4 w7 O, #6, MEEREZRFHLTND)
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8% D-T ONA B—~DTA 9 F ) VEZEXH

To whom it may concern,
[l B2 a > 7 A0,
The website islocated at the following address:

<M¥%7 4 v YA O URI>

For your information, the fraudulent website appears to be a forgery of this legitimate
website:

<IEH YA ~o URL>
Please take all necessary measures to suspend services of this fraudulent site.
We highly appreciate your cooperation on this matter.
Thank you very much. Sincerely,

[(H1 43, &EHOA4 I

(243, HEEOFTEE]

[ F4]

([ PR ARG

[FE Y4 F, BHEHFDA—LT FLZ]
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18 EEEEHICBITANGE

W — & AR OIS O A

CRAIVE!

T4 T EELEX 2T 0 (AT N RO R SITUeuy,
BEE LB NOKREZHME L, V—ERARV AT 2O E—E ZOERIZHBW T,
MR 2 IR E D L LB X 2 U T 4 R Y O — L ZOEMAFTIEERET 5 L & bic, IR—D
A 22T RRAERHC G HGEARAIG AR D I 2 HER D,

FHZE SO - RSO DM T2,

T 4 v TREMEE RO E I S 7 A ORI E LTOR D AR L, FIFEIC
R 5, h— BRI 1E, FIFAENS OBHRTT 1 v v VR EERIT 57— A
M%< ZORE ORI & XHGHEL, FIFE & BRERROBE AL KT 2 FTREMED 8 5,
fth O—fHAR— FRO EFHATH-TH LW, BREESIRIN TV DRERH D,

T 4 2 TR OGRS AR S
FRFNLOBHL NI, 74 v TRERORBEZRIM UT5E, Sy -
Lt%@ﬂ%dé\ﬂﬁm74yvy7%4%@%47&?/(%%)%ﬂ%ﬁu@iﬁ&
EaFEE L, WEORMUIEED DVENH LN, TIRKEHIE L . GOENSCLE-
T2 XN LV EEIIRSETCLE S /Teer H 5,

T —BERRV AT LRI, X2V T 4 2R 2iEABE E 2 X IS BESHh
*(l,\focl/\

T 4 oV TRERO TR G L 7R DGR AT LD X 2 ) T 4 R LT DT
BRIFDOA72 5T, B OEX 2 VT A HEROT-OOKENE 2 A N 2fES, Wm77)7w
v oa COMEEEZEL, OS X0 KD = 7 OffEstEstis, h—S—EEE AR L 05
T DNEND 5, — B ARAER COMERSER 238 LA, OpenlD 72 B2 & Attt
O 1D HEFEF— ERAZIEHT 52 L bRETT 5, 727250, FRRIIC B RIS OFERES AT A
ETLAREMN HHGARC, BEX 2 VT 4 LU —E AR Ty hr—LTE R
W EE B ET D,

R B ~DRESE 4T TR,
T 4 v TR EOBSI I, FIHE OIE LWERE & 383 R 7evy, 74 v s

FERKIZRE 2 005 « RO HAL - BRRROI fAe E, Web VA MA— A ZiEHL, B

F S LR ZAT O,

FHAD A —)ViEE

FIHFEITHET D A=V R T RT

A= NVDFEEFHET RLABLIOED RAAL | 4, A EORAR h— U D325(E OFBE
B DWNTIHET DA NORIET LI T AT 2L FIREL. Hﬁi;ﬁé%vC<61¢%@

A — VORHSZ YR TEX W2, 7 4 v VU TRERA =V EZ(E L ThEWERBIC

ﬁéo@ﬁmébxH@ﬁ%ﬂm%Lﬁ%&%%®#%%o%%¢<#6%F%WW¢5O
F7o. BN AL THDZ EEIHT L2010, EET DA —NA~DEFBLAGORR
EHELET D, 72720, DA NVTETA~OREIE, WCRIHEDNRELT B RTREMER S B T
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DIEEDPLETH D,

B Web ¥ ~iEH]
HTTPSIZ L% Web 1 M IEL <ATATWARND

ANT =5 ORFEDIHEE D M E, HTTPS B 5biiE 3 KO — R ELE 7 4+ — A
DIX[EHE Web ¥ FDOIMIEAL, A7 +—2 BIREFTRT D Web ¥ MITHEAL T
WIRWT—=ZABRALN5, ZO%E, FIREICAN 7 +—LARERR"T 591 hOIESHE
ZIRTTENTETWRWZD, 74 vy 7Y A M LIYE . FIRE R TH LD
T LK EIC KD, B, AT+ —LbaFormd DA FEANT =2 2k{E1 5%
DY A ME EFIEFE—TCTHLYA FBIEEAETEN) WHFE—LT D ENEELLY,

7o & ZWHA R HITPS B S bid(E 36 L O — S—3EHEIC Lo TIESMEAREA ST
Th, FAFEIZIAN 7 =2 2FR LTeh A FEEHLT =22 AT 50THY, M3k
P A MEIT—F AR TIIFEE TE R0,

HTTPS 2 L5 Web ¥ MEENIEL AT TVWRNE
TE Y4 PEZZEA L 720y Web B A kD ~_2—IND— Dt H3 . HTTPS J8{E A7\ i o
Web A FOHDOTHL7 L, I HTTPS Il D/ —Y NEIELT6 . < D7 7 U —
Ik, TOFET 7— MERL, Nl E FrT 0 E ) MERER DD, T 2T, Fnd
BN ZE LI, — —FEHEIC L D Web 1 FOIEXSPETFFH SR 2% BERiT~
— I BFERIIIRY), Web ~_X— T AERLT 5 Hif§72 KO T —Y M 1[E%7: HTTPS
BIEZITO Web A F EOLDOTHD K HN—THIET DM ERH D,

1 7 A ID /XA T — RICFHIORIBRAA R R

17 A2 ID XX AT— REFIHZEDGRE TX 2856, RHBICHIIRA%E ID X0/ A T —
RBFTFRESIND Z DR S, SCFESCHI I ATREZ R S OfE e £ BIFHE 721 O
L HHELET | =R F 2 U T 0 OHYE Lot LIRET 5, ahcdhiz->T
%, AR EFROBEESCHHZE OV 77—, FlfEH2E 10z, FIFEER—
D ID /XA T — RZBHD Web VA MIGRET DA HDH Z Eb, Hin—7 4 vy
T TEIRICHE S T2 55, BEEMIYA MO IERT DR HH 2 & b+ L., #iER
FEUEERT D,
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RAA RTA L O EAToT-7 4 v v TR hES 2021 AR R « HIERGTT —% 77
=T ORERRITRO LB TH D (FElE 2022 4 2 i),
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FI Fns NTT 22 2 == —3 3 0 ARGt
f i ez NTT 2 LA TA L =T 4 T V) a—Ta RS
B NTT 2 LA Ty s~ T4 7« VY a—a G
B H R RSt U 2
@l 4 & BEASAE DT U 2
FAA HE Capy Bt
JnEg Z&A GMO 7' J A Va P74 7Rt
TN 2% NP ZAVRE RNy SV o
T E MASHAAL Y A R H—ER
Ve K PE1E HASHAAL Y Z N UHh—E R
AR 2] —WFHEN AR Y NT—2 A T 3 A= a2 — (PNIC)
BR & A7 AT (20214211 HE0)
ST B — AR AARA 2 —F o N T a o —lfi
TINEE = B SN =
FBHE #% TEHE =) 7 0 KEBERE

F7Y | RIFEEE FBIERBR R A —tF% 2 74 iR

— R

HEE | FEEVEAN PCERT o —F ¢ f—a vk Z—
T AT T A VYP—F T v IS eS8 AT
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