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Business process classification of a phishing scam

Noriaki Hayashi!  Yusuke Karasawa™ Tomofumi Nakamura™ Yoshiko
Sakamoto™  Yutaka Tsuge™ Masayuki Okada™ Masahiko KatoA’

Abstract: Phishing, which combines social engineering and credential theft, is one of the most widespread online scams. There is
many of types to undertake a phishing scam such as mimicking web sites, using fake apps and phishing via email, text message or
voice messages. Because of this, we still don’t find the essential way to stop against those various type of fishing attacks. In order
to find the efficient way of countermeasure, it is necessary to determine an overall picture of phishing scams. We consider phishing
a kind of business and attempt to classify the processes used. By conducting two case studies, we confirm that our proposed method
is an applicable process for identifying actual phishing campaigns. The proposed method makes it easier to systematically
understand the phishing process and predict the threat of a phishing scam.
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