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APWG (Anti-Phishing Working Group)
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http://www.npa.go.jp/cyber/statics/h18/pdf35.pdf
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(Online Identity Theft:
Technology, Chokepoints and Countermeasures) 3-1

: Online Identity Theft: Technology, Chokepoints and Countermeasures, Aaron Emigh, 2005
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Internet Explorer FireFox2

Internet Explorer 7 EVSSL (Extended Validation High Assurance SSL)

EVSSL
2 2007 1
Web
3-2 Web
Web
Web Web
3-2
3.16

2 http://www.jcaf.or.jp/
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(Out of Band
Authetication)
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PAKE/LR-AKE PAKE/LR-AKE

PAKE/LR-AKE
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4.
4.1 ( )
4.2
4.2.1 0
(JPRS)
5
JP
JP
2
Www.ecom.jp
WWW.ecom-jp.com
6
4.2.2 1
ISP

3 http://www.law.duke.edu/journals/dltr/articles/PDF/2005DLTR0006.pdf
4 http://jprs.jp/info/cyber-squatting/

5 http://xn--wgv71all9e.jp/access/phishing.html

6 https://www.ccc.go.jp/

EU

JP

JP
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4.2.3 2
7
8 80%
Trade Commission Web 9
7

4.2.4

10

Web
4.2.5 4
4.2.6 5
427 6

2

7 http://www.antiphishing.jp/

8 http://www.ipa.go.jp/security/fy18/reports/ishikiOl/index.html
9 http://www.ftc.gov/bep/edu/microsites/idtheft/

10 http://www.ipa.go.jp/security/vuln/report/index.html

11 http://www.ipa.go.jp/security/vuln/event/200612.html

Web

FTC Federal

11
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(Man in the middle attack)

(Cross site scripting attack)
Web

EV SSL(Extended Validation High Assurance SSL)
Internet Explorer

Version7
(Two Factor Authentication)
SYK(Something You Know ) SYH(Something You Have ) SYA(Something You Are
) 3 2

(Out of Bad Authentication)
Internet

(Phisher)

‘10‘
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(6) EU
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( Online Identity Theft: Technology, Chokepoints and Countermeasures )

Radix Labs
Aaron Emigh
ate@radixlabs.com
2005 10 3
DHS S&T
DHS S&T SRI International Anti-Phishing Working Group APWG
Identity Theft Technology Council Dan Boneh
Drew Dean Louie Gasparini UIf Lindgvist John Mitchell Peter Neumann Robert Rodriguez
Jim Roskind Don Wilborn
DNS

2003 12
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Web 4

Web

DNS

2003 12

http://www.antiphishing.org
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hosts Web

AOL

[ ]
Web
[ ]
[ ]
[ ]
[ ]
Web Web
2
HTML
Web
IP
Javascript

(cousin domain attack)

www.commerceflow.com www.commerceflowsecurity.com
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= Your Billing Profile Has Expired - Please ] =101 x|
|Ei|e Edii Wiew Imsert Format Tools Actions Heb |
|Qdﬂepl'f |ﬁlRepanl_l |bﬁForﬂard = REE | v ||:E Fad | &> - - _&:| @) .,|

From; ComrrerceFlow Support [suppart @cormmerceflaw. com] Sent: Tue 2/24)2004 9:27 &AM
Sabgect:  Your Billng Profile Has Expired - Pleass Respond

Commerceflaus

Dear valuad CommerceFlow memhber,

|»

It has come to our attention, that your Billing Information records are out to date. This regquires you to
update your Billing Infarmaton, If you could please take 3-10 minutes out of your online experience and
update your billing records, you will not run into any fucure problems with CommerceFlow's service, However,
failure to update your records will result in account termination, cancelaton af service, Tarms of Service (TOS)
violations or future billing problems. Therefore we encourage you to update your recards within 24 hours,

Once you have updated your account records, your CommerceFlow session will not be interrupted and will
continue as normal,

Please cidk here to undate your biling records.

Thiank you for your time
Best Regards,

Dawn Kimmel
CommerceFlow Billing Department Team

i ed

Eill B TTHE
Your notification preferences are setto receive the CommerceFlow Periodical newsletter and Product Updates.,

Copyright €@ 1995-2004 CommerceFlow Inc, all Rights Reserved. Designated trademarks and brands are the
property of their respective awners, Use of this Web site constitutes acceptance of the CommerceFlow User
agreement and Privacy Folicy, j

Web

Web

Web Web

-17-
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e URL URL
[ ]
[ ]
50
Web
Web
Web
Hosts
URL WWW.company.com
DNS
hosts
WWWw.company.com
DNS
Web
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DNS
hosts
hosts hosts
1 DNS
DNS DNS
DNS DNS
DNS
3
[ ]
[ ]
Web
Web
¢ SQL
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SQL 2 1
Web
Web 1
URL URL
URL
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SSL
SSL
SSL
SSL
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DNS

URL

Web

Web

Web

Web

Web
Web

DNS

Web

PC
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Sender-ID SPF DNS
MTA IP
Domain Keys Internet Identified Email DNS
MTA

Sender-ID SPF IETF Experimental Standard MASS
Domain Keys Internet Identified Email

Sender-I1D MTA

SIMIME
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2
2

2
2
2

SSL
4
SSL
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e SSL
[ ]
SSL
[ ]
[
[ ]
[ ]
[ ]
[ ]
. SSL
2
commerceflow.com commerceflow.com
Large Bank and Trust Company You were born in
Prague 1

27-
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Large Bank & Trust Company - Microsoft Internet Explorer

-2 -DE BB S ”| Fil Edt  Wiew Fovorites  Took | Liks @]Maps @]cDay  @cSnips &)W

=10l

»

Address I@ Fizeps:f Pwae largebank., comjlarge_bankfregq_dermo_2.do

| | Google - |

“@v

» LARGE

EANK AND TRUST COMPANY

Please enter a message:

|YDu weare porm in Frague.

Please choose an image:

Selected
§ 0 =m

4

v d

€

|& |‘ Intermek

Large Bank and Trust Company

-2 8-
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B You were born in Prague.. Information from Large Bank - Message (HTHLY

Jﬁlc Edik Wisw Irsert Formak Tools Actions Help
| Qoreply | ferepiyioal |oBroved | GG | v (DK | e w - &3

Fram: The "Real" Largs Bank [Sarvice@LargeBank. comn]
Subject:  Youwere bornin Prague.. Informabon From Large Bark.

Sent: Maon 8)23/2004 3:58 PM

=lol=|

» LARGE

BANK AND TRUST COMPANY

You were born in Prague.

Dear phishtarget:

¥You can be sure that this email is from Large Bank (and not an
imposter) because it contains your Large Bank image --
something only Large Bank and you know. And becausa you
know this email is from Largs Bank, it's safe to click here to go

to the Large Bank web site.

Your Friends at Large Bank

Web
Web

URL

Web

Web
DNS

-2 9-
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http://security.commerceflow.com
http://phisher.com

URL
http://security.commerceflow.com@phisher.com URL http://phisher.com
URL URL Web
URL
URL URL
Javascript
URL HTML
URL URL IDN
1

HTML

<CENTER><H1>Suspicious URLs</H1></center>

<P>To go to a surprising place via a cloaked URL, click on

<A HREF="http://security.commerceflow.com@phisher.com">this link.</A>
<P>To go to a surprising place via a cloaked URL with a password, click on
<A HREF="http://security.commerceflow.com:password@phisher.com">this
link.</A>

<P>To go to a surprising place via an open redirect, click on

<A HREF="http://redirect.legitimatesite.com?url=phisher.com">this link.</A>
<P>To go to a surprising place via misleading link, click on

<A HREF="http://phisher.com">http://security.commerceflow.com.</A>

HTML

-3 O-



WG

2 C:\radix\suspicipus.hitml  Microsoft Internet Explorer

File Edit Visw Favorites T[ools  Help
eﬂack - Q E @ 'f;{h ,'Fj Search * Favoritas @ ::, o - D ﬂ ﬂ

Add es= | @) C:\radix\suspicious.htrml -ir_| Go | Links
Googe- | Ve RER0 ® TG0 M@

Suspicious URLS

To go to a surprising place via a cloaked URL, click on this link.
To go to a surprising place via a cloaked URL with a password, click on this link.
To go to a surprising place via an open redirect, click on this link.

To go to a surprising place via misleading link, click on http://securitv.commerceflow.com.

&) - 4 My Computar
HTML

URL

URL URL

URL

A C:\radix\suspicious.html - Micresoft Intarnat Explorer

File Edit Yiew Favolites Tools  Help -
eﬂack * QJ @ @ {:: I':_j Search ‘*Fﬂmrﬁm @ .; - : IE ﬂ ‘}i

Address |@ C:\rodixsuspicious.html "b| Go ik ”
Google~ | v -RARG @ P ED HS

Suspicious URLS

To go to a surprising place via a cloaked URL, click on @ phisher com.
To go to a sutprising place via a cloaked URL with a password, click on %ghisher.com.

To go to a surprising place via an open redirect, click on thsher.com.
To go to a surprising place via mislcading link, click omg}]jshcr.com.

#£1 bone i My Computer
HTML

_3 1-
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DNS WHOIS

Internet Explorer

.ET?'; The link you have selected is unsate. Itis designedto lock as ifitis destined for:

http:/f=ecurity. commerceflow,.com
Howewver, this link will actually take you to:

http:/fphisher.com
According to public records, the phisher.com site is owned by:

Joe Phish
Cleveland, OH

This type of link is often used for fraudulent purposes. Unless you are absolutely sure
thatis correct you should not follow the link. Please choose one of the following
actions to take:

@® Do not follow this link

) Follow this link

O Alweys allow this kind of link ot phisher.com

O Always allow this kind of link in messages sent by security@commerceflow com
O Always allow this kind of link, and don't ask me again

O Mever allow this kind of link. and don't ask me again

2 DNS
DNS DNS
DNS

DNS 1P

_3 2-
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Web

Web

Web 4

Bonded Sender Program
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Web

— @
o

o o oano

3

3
2
HTML

1 Web
Web
URL URL
3
3
Web
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3
<noscript>
</noscript>
<noscript> </noscript>
Web
[ HTML 1

<noscript key="432097u5iowhe”>

[
</noscript key="432097u5iowhe”>

[ HTML ]

WG

o oo o

o o oa no

_3 5-
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<noscript>

HTML
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URL
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e URL
4
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URL

Javascript

1

URL

(borderless window)

SSL

,.“,_*Y'

I—;Iam.swp}

o= - O R AG

2% - e

B we ™

oby - CHEEE =] O sewchotar = B Moty Gt B Rt YR Vin At - »

|

eBay
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3 Goggle.com - Microsoft Internet Explorer

J Fle Edit  Wew Favorbes  Todls  Help

J Q:Bal:k L @ @ ﬁ | @Seach @Famﬁts BHS[DV}.‘ ||%v & E__:E-—r_"&ﬁ

Jvﬁddrﬁs |é‘] htkp: Jfwwwy goggle.com/ j .@Gu |@F6unrd .www.gog’di:.com' @D‘ptions...
e —

hes site & not associated with Googlecorn. |f won mterted o reach Google cory click here.

|€j ’_|_|' Inkernat A
SpoofGuard
2
10%
Web

(experience)

Web
4
IP
4
2

_3 7-
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DNS
DNS credit-card-info
DNS
DNS
DNS
DNS
DNS DNS

4
4

1

1
6

-3 8-

phisher.com
credit-card-info.phisher.com DNS
DNS

DNS
DNS
DNS
4

Web
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‘—‘\3 D —
— - ="
4 @ET
4 6
4 6
4 6
4 6
4 6
DNS
Windows NT
CTRL-ALT-DEL Cc2
2
. 1D
[ ]
Web SSL
HTML
HTML
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Windows
CTRL-ALT-DEL

Internet Explorer | X

?) The weh site you are visiting has requested secure data entry.
This request is being made by

Commerceflaw

To enter data securely, press and hold the CTRL and ALT keys and
type the DELETE key.

Cancel

_40-
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Secure Data Entry
Secure data entry has been requested by

CommerceFlow San Francisco, California

Commerceflaus

CommerceFlow User ID

Password

[T Keep me signed in on this computer unless | sign out.

Cancel Sign In >

SSL
SSL
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PwdHash
@@

DNS

=5
e N

Web

Usenet
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OoTP

OTP OTP  OTP
OoTP
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ID
cookie
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1
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6
L

Commerceflaw

User ID
| phishbast

Password

I#*t*t*tt*—t*#**

I~ Keep me signed in on this computer unless | sign out.

Cancel I | Sign In > I

» CleverPassword —»

commerceflow.com —

PwdHash

-4 5-
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1
1P cookie
Web
what you know(
2
SMS
6
100%
6
6 1
6
ISP
ISP
CommerceFlow PhishingEnterprises
ID
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Web

Web SSL
URL
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SQL

Web

Web
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CAFIS etc

Site

SSL

Screening

-5 2_



Web Site

PDF Site Gateway

= Web Site

Scalability
Web Browser PKI Readiness

S/MIME
Qualcomm, Adobe, etc

SaaS Software as a Service
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PKI

PKI

- Web

Pass word Client-Server

PKI
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Windows Vista “EV SSL Certificate (EV SSL )”
m Windows Vista + Internet Explorer7
2007 1 Microsoft
m Extended Validation SSL Certificate ( EV SSL )
(CA Browser Forum
Extended Validation SSL Certificate (EV SSL SSL

¥ iﬁ
e —— G

T e TN [} [EE T — G0~

[ Phishing 1?

= Phisher
. Phishing
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S/MIME
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Authentication Key Exchange / Establishment

CPU /
PKI
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ATM

PIN

ATM
9999

©)

9999

ATM
*PC
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—

—

©) -

9999

9999
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PAKE/LR-AKE

PKI(Public-Key
Infrastructure : )

PAKE(Password Authenticated Key-Establishment)
LR-AKE(Leakage-Resilient Authenticated Key-Establishment)

PKI
PKI PKI
PKI PKI
PKI
PKI
Diffie-Hellman Diffie Hellman [DH76] RSA Rivest
Shamir Adelman [RSATT] DES(Data Encryption Standard)
FIPS(Federal Information Processing Standards) 12
ID
PKI1 Public-Key Infrastructure Kohnfelder [Koh78]
Miller Koblitz [Mil85,Kob87]
PKI
PKI
PKI PKI
World Wide Web
12 DES 56 FIPS
FIPS AES(Advanced Encryption
Standard)

-6 5-
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PKI
2.0 SSL 3.0
Layer Security) 1.0 RFC2246 IETF
SSL/TLS

VPN(Virtual Private Network)

PKI

PKI
PKI

PKI
PKI PKI
5

SSL  Secure Socket Layer

1.0
TLS(Transport
SSL TLS
PKI
PAKE(Password

Authenticated Key-Establishment) LR-AKE(Leakage-Resilient Authenticated Key-Establishment)

PKI PKI

PKI PKI

8-1

-6 6-
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Bob

(%

Bob

8-1

SSL/TLS
PKI

8-2

Basic
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5

Serv
[ ]
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8-2
8-3

PKI

8-3
PKI

PKI
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8-5 8-4 Internet Explorer (IE)

URL

XV DEE

oW O hEEROITO S B ENOADSEL AL T EEN 21
Vi DFEt e L., SOt MOEF 1 UT SRS IR EN £ .
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@ COtFTEERE0EMIEMTT.
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[ o [ boan | [GERE0oRT |

8-4 IE6
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8-1 o X
1 2 3 4: 5 6:1D
(
)
PKI( X X *2 o X o X
+PW )
PKI( ) o X X X o o X
PAKE X o o o X X X
LR-AKE o O *1,3 O O o*]1 o*]1
*1:
*2:
*3:
PAKE/LR-AKE
PKI
Bellovin
Merritt [BM92,BM93]
PAKE (Password-Authenticated Key-Establishment)
Bellare  [BPROO0]
DH(Diffie-Hellman) [Jab96,Jab97,KOY01,K102,BCP04,Kwon05] RSA
[MPS00,WCZ03,Zha04,Par07] PAKE
PAKE LR-AKE(Leakage-Resilient
Authenticated Key-Establishment) LR-AKE DH [SKI03]
RSA [SKI105]
PAKE LR-AKE
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logz( )
188 I ——out of 10
chars
80 r out of 26
70 - chars
§ 60 r out of 36
5 50 r chars
O 40 out of 52
30 - chars
20 L ——out Of 62
10 L chars
0 , , , , , , ——out of 72
chars
4 6 8 10 12 14 16
Length of a password
8-8
264
[Dis97] 1 1 2-16 13
80 < loga( )
1
IPsec CHAP
PAKE LR-AKE
ID 1
1 6,352 [Jiko]
2 8 [Ppl] 2-143
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8-2
IPsec CHAP
PAKE PKI
PKI
LR-AKE
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PAKE
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PKI
LR-AKE 8-10

PAKE
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RSA
LR-AKE  PAKE PKI
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LR-AKE
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LR-AKE
[RCIS]
PKI PAKE
LR-AKE PKI
PAKE LR-AKE
PAKE
ID
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[DH76] W. Diffie and M. E. Hellman. "New Directions in Cryptography,” IEEE Transactions on Information
Theory, vol.IT-22, No.6, pp.644-654, Nov, 1976.
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