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From; ComrrerceFlow Support [suppart @cormmerceflaw. com] Sent: Tue 2/24)2004 9:27 &AM
Sabgect:  Your Billng Profile Has Expired - Pleass Respond

Commerceflaus

Dear valuad CommerceFlow memhber,

|»

It has come to our attention, that your Billing Information records are out to date. This regquires you to
update your Billing Infarmaton, If you could please take 3-10 minutes out of your online experience and
update your billing records, you will not run into any fucure problems with CommerceFlow's service, However,
failure to update your records will result in account termination, cancelaton af service, Tarms of Service (TOS)
violations or future billing problems. Therefore we encourage you to update your recards within 24 hours,

Once you have updated your account records, your CommerceFlow session will not be interrupted and will
continue as normal,

Please cidk here to undate your biling records.

Thiank you for your time
Best Regards,

Dawn Kimmel
CommerceFlow Billing Department Team

Eill 5
Your notification preferences are setto receive the CommerceFlow Periodical newsletter and Product Updates.,

Copyright €@ 1995-2004 CommerceFlow Inc, all Rights Reserved. Designated trademarks and brands are the
property of their respective awners, Use of this Web site constitutes acceptance of the CommerceFlow User
agreement and Privacy Folicy, j
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rge Bank & Trust Company - Microsoft Internet Explorer

IR - B @l% = ”| Fil Edk  View Favorites  Took  Liks &|Maps @& |eBay  &|cSripe @] W

=10l

»

Address I@ hitps P largebank. com/flarce_bankireg_dermo_2.do j | GDD@E- I

“@v

» LARGE

EANK AND TRUST COMPANY

Please enter a message:

|YDu weare porm in Frague.
Please choose an image:

Selected

4

@ [ IB [ et

Large Bank and Trust Company
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B You were born in Prague.. Information from Large Bank - Message (HTHLY

Jﬁlc Edik Wisw Irsert Formak Tools Actions Help
| Qoreply | ferepiyioal |oBroved | GG | v (DK | e w - &3

Fram: The "Real" Largs Bank [Sarvice@LargeBank. comn]
Subject:  Youwere bornin Prague.. Informabon From Large Bark.

Sent: Maon 8)23/2004 3:58 PM

=lol=|

» LARGE

BANK AND TRUST COMPANY

You were born in Prague.

Dear phishtarget:

¥You can be sure that this email is from Large Bank (and not an
imposter) because it contains your Large Bank image --
something only Large Bank and you know. And becausa you

to the Large Bank web site.

Your Friends at Large Bank

know this email is from Largs Bank, it's safe to click here to go
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HTML

<CENTER><H1>Suspicious URLs</H1></center>

<P>To go to a surprising place via a cloaked URL, click on

<A HREF="http://security.commerceflow.com@phisher.com">this link.</A>
<P>To go to a surprising place via a cloaked URL with a password, click on
<A HREF="http://security.commerceflow.com:password@phisher.com">this
link.</A>

<P>To go to a surprising place via an open redirect, click on

<A HREF="http://redirect.legitimatesite.com?url=phisher.com">this link.</A>
<P>To go to a surprising place via misleading link, click on

<A HREF="http://phisher.com">http://security.commerceflow.com.</A>

HTML
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2 C:\radix\suspicipus.hitml  Microsoft Internet Explorer

File Edit Visw Favorites T[ools  Help
eﬂack - Q E @ 'f;{h ,'Fj Search * Favoritas @ ::, o - D ﬂ ﬂ

Add es= | @) C:\radix\suspicious.htrml -ir_| Go | Links
Googe- | Ve RER0 ® TG0 M@

Suspicious URLS

To go to a surprising place via a cloaked URL, click on this link.
To go to a surprising place via a cloaked URL with a password, click on this link.
To go to a surprising place via an open redirect, click on this link.

To go to a surprising place via misleading link, click on http://securitv.commerceflow.com.

&) - 4 My Computar
HTML

URL

URL URL

URL

A C:\radix\suspicious.html - Micresoft Intarnat Explorer

File Edit Yiew Favolites Tools  Help -
eﬂack * QJ @ @ {:: I':_j Search ‘*Fﬂmrﬁm @ .; - : IE ﬂ ‘}i

Address |@ C:\rodixsuspicious.html "b| Go ik ”
Google~ | v -RARG @ P ED HS

Suspicious URLS

To go to a surprising place via a cloaked URL, click on @ phisher com.
To go to a sutprising place via a cloaked URL with a password, click on %ghisher.com.

To go to a surprising place via an open redirect, click on thsher.com.
To go to a surprising place via mislcading link, click omg}]jshcr.com.

#£1 bone i My Computer
HTML
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DNS WHOIS

Internet Explorer

.ET?'; The link yvou have selected is unsate. s designedto look as ifitis destined for:

http:/f=ecurity. commerceflow,.com
Howewver, this link will actually take you to:

http:/fphisher.com
According to public records, the phisher.com site is owned by:

Joe Phish
Cleveland, OH

This type of link is often used for fraudulent purposes. Unless you are absolutely sure
thatis correct you should not follow the link. Please choose one of the following
actions to take:

@® Do not follow this link

) Follow this link

O Alweys allow this kind of link ot phisher.com

O Always allow this kind of link in messages sent by security@commerceflow com
O Always allow this kind of link, and don't ask me again

O Mever allow this kind of link. and don't ask me again
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Windows
CTRL-ALT-DEL

Internet Explorer | X

?) The weh site you are visiting has requested secure data entry.
This request is being made by

Commerceflaw

To enter data securely, press and hold the CTRL and ALT keys and
type the DELETE key.

Cancel
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Secure Data Entry
Secure data entry has been requested by

CommerceFlow San Francisco, California

Commerceflaus

CommerceFlow User ID

Password

[T Keep me signed in on this computer unless | sign out.

Cancel Sign In >

SSL
SSL
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Commerceflaw

User ID

| phishbast

Password

l#*t*t*t#*—t*#**

[~ Keepme signed in on this computer unless | sign out.

Cancel I | Sign In > I

commerceflow.com —

PwdHash
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