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Opening Remarks and Conference Overview
APWG

Global Statistical Overview of Phishing and Crimware: Bassam Khan, Cloudmark

International Field Report
® Australia: Steve Martin, Australian High Tech Crime Center AHTCC
AHTCC IPA



® Japan: Futoshi Nakada, The Council of Ahti-Phishing Japan

M 0w Do

® Brasil: Cristine Hoepers, CERT.br
CERT

® Netherland: Dave Woutersen, GOVCERT, NL
CERT Web

Potent & Emergent Technical Vulnerabilities Report Siege at the Desktop; Insurgency in Web
Sapce
® \Web Applications Vulnerabilities Survey and Review: Robert Hansen, CISSP

Web

Web

® \Web Applications Vulnerabilities Survey and Review Weakest Link on the Desktop: Still the
User: CERT



Technical, Tactical and Operations Report

® eCrime Network for Hire: Yinon Glasner, RSA Security

® Of BIND and Cache: Potent Technical Vulnerabilities Within BIND 9 Transaction IDs: Amit
Klein, Trusteer

® The ROCK Targets Domain Name Management Systems: Implications for eCommerce
Security: Rod Rasmussen, Internet Identity

® Phiriendly Phishing Landing Page Strategies: Leveraging the Phishing Victim Experience for
Customer Education: Todd Inskeep, CISSP

® Building the Global Crimeware Radar Array: Jacomo Piccolini, Brazilian Academic Research
Network CSIRT

Fast Flux

APWG Operational Resource Seesion
APWG DB

Working with Law Enforcement Session

® Enterprise Forensics and the Private Sector/Law Enforcement Interface: Joel Yusim, Cisco

The Cyberpol Proposal
® An eScotland Yard for Cybercrime: Cst. Kathy Macdonald, Crime Prevention Unit Calgary
Police Service

Cross Boarder Communication

Industry Collaborations at the Speed of eCrime
® A Colloguy and Call to Action by the National Cyber-Forensics & Training Alliance: Ron
Plesco, CEO NCFTA 3
NCFTA NPO FBI



Stalking the ROCK
® The NCFTA Shares Its Insights Into the Enigmatic ROCK Phishing Group: David Bonasso,
NCFTA
ROCK Phish ROCKPhish

APWG General Members Meeting 2 2007 10 3

Behavioral Vulnerabilities Session Research Review: CyLab
® Supporting Trust Decisions Research at Carnegie Mellon
® You’ve been Warned: An Empirical Study of the Effectiveness of Web Browser Phishing
Warnings
® Anti-Phishing Phil: The Design and Evaluation of a Game That Teaches People Not to Fall for
Phish
CyLab

Domain Name System policy Working Group Presentation and Panel
APWG DNS

APWG Roundtable: Botnets, Network Forensics and the Diplomatic Aspects of the

Private Sector/Law Enforcement Interface in eCrime Supression

® Following Botnet Controllers Home: Infiltrating and Monitoring eCrime Communications :
Lawrence Baldwin, My|Netwatchman

® The Black Art of Mapping Criminal Actors to Correlative eCrime Events: Andre DiMino,
Shadow Server

® Fraud 2.0 — How Botnet proxies defeat current credit-card and banking fraud protection:
Alisdair Faulkner, Threat METRIX



® Geopolitical and Diplomatic Aspects of eCrime Networks: Sidney Faber, CERT
® Panel Discussion: Ethical, Legal and Techo-diplomatic Challenges to Botnet Mapping and

Remedation

APWG Roundtable: Plotting Priorities 2008 and Beyond

General Meeting

APWG General Members Meeting
CyLab NCFTA

APWG
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Keynote Speech: Gary McGrow Exploiting Online game
o Connectivity Complexity Extensibility

Real Money Trade

Risk Management

Touch Points  Knowledge

Examining the Impact of Website: Take-Down on Phishing
Rock Phish

Fast-Flux Netowrk

ROI

Fishing for Phishers: Apply Capture-Recapture Phishing
NetCraft

Behavior Response to Phishing Risk
Phishing CyLab
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Fighting Unicode-Obfascated SPAM

Unicode Unicode

Comparison of Machine Learning Technique for Phishing Detection
URL
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