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<Phishing and Crimeware>
O The Crimeware Landscape: Malware, Phishing, Identity Theft and Beyond
FEFE : Aaron Emigh (Radix Labs)
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® PhishFeeding: An Active Response to Phishing Campaign

#®IEAE : John Brozycki (Financial Services Network Security Consultant)
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<Online Fraud>
® Consumer Perspective

#IEFE : Susan Grant (National Consumer League) susang@nclnet.org
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@ Badvertisements: Stealthy Click-fraud

#IE#E : Mona Gandhi, Markus Jakobsson, Jacob Ratkiewicz (Indiana University)
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<Reporting Infrastructure Development >
® Using XML to Support Robust Information Sharing: IODEF Automation Approach
HIEE - Pat Cain (APWG)
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Counter-e.Crime Data Resources, Tools, Techniques and Schema] % %/,

® The Phisherman Project: Using Comprehensive Data Collection to Combat
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#IEE : Greg Tally (Malicious Code Defense SPARTA, Inc)
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@ PhishScope: Tracking Phish Server Clusters
FIEFE : John Quarterman  (InternetPerils)
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<Forensic Tools and Techniques >
Exploring Investigative Methods for Identifying and Profiling Serial Bots
#IEE : Robert Lyda (Sparta Labs), James Hamrock (McDonaldBradley, Inc)
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©® REGAP: A Unicode Attack Detection Tool
#IEFE . Professor Xiaotie Deng (City University of Hong Kong)

At v a2 TlE, Unicode 2RI L7=Web 745> 7 47 4 (Web DU YV — R ZHiE
TLH70DER) R L2714 v U TEEME AT 5> —/L & LT, City University of
Hong Kong 73[#% L 7= REGAP (Regular Expression Generator for Anti-Phishing) 723#371
STz,

L. WebT AT T 47 4 & LT, ACSIEFIAT 2HERDOURNZZE DY | Unicode %
FIIH L 7= Internationalized Resource Identifier (IRI) <°Internationalized Domain Name (IDN)
DOFHADIEN > TN T EMTPREINS, Lo L, Unicoded L5 =~ kUniversal Character
Set (UCS) (i, SR, EWRMICHIFFITEITWD a— RRZEFIET D720 (Blz X
citibank &\ 9 305 C $263,189,025,000< 5\ D 8K — 2 b D) | EEINIC R A A w4 %
BHLTET 4 > 2 ZFRIRICHI &0 5 fE Bk 3 R 12V

ZD KD REBICHHIT S Y — & LT, IRIIDN SecuChecker &\ 9 — LIS fEET 5,
Z DY =)L TIELF L~ DUnicodeT # v 7 %[BT 5 Z L N A[EETH H (REGAPITE
VYT A v 7 LoV ORI B RS ATRE) . REGAP T, URNCHIH S5 ATBEED m\W T
— RZEoY A (Regular Expression) ZHEEE L, E{EMIZT 4 v v 7RIS
IRVIDN/NZ — U 2R ET 5, 2K mdifb b rag s e b | EHBRTILZ ORegular
Expression CHEAL S 41D 7000 1D KA A 4% 87 B CRGET 5 2 & T& 7z (@F D/
=1 (Pentiuml.3GHz) Z{EM), [FY —/LOFEIL, EiLA—L2— k) AFA4E
&%, (http://antiphishing.cs.cityu.edu.hk)

Forensics Analysis of Phishing Cases Using Free and Open Source Tools
FIEFE : Phillip Craiger (University of Central Florida)
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<lInvestigating Phishing >

@ Government/Banking and Finance

#EIEFE : Stanley W. Crowder (Banking and Finance Sector Detailee, Department of
Homeland Security) stanley.crowder@dhs.gov
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@ Government/Law Enforcement

#IEFE : Michael Levin (Department of Homeland Security National Cyber Security
Division) Michael.Levin@usss.dhs.gov
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