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1.2. Top Used Ports Hosting Phishing Data Collection Servers
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1.3. Brands ando Legitimate Entities Hijacked By Email Phishing Attacks
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1.4. Most Targeted Industry Sectors
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1.5. Web Phishing Attack Trends
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Sample email text:

northeast with winds of 50 mph.

burst levess in Louisiana flooded New Orleans.

Just before daybreak Tuesday, Katrina, now a tropical storm, was 35 miles northeast of Tupelo, Miss., moving north-

Forecasters at the Mational Hurricane Center said the amount of rainfall has been adjusted downward Monday.
Mississippi Gov. Haley Barbour said Tuesday that Hurricane Katrina killed as many as 80 people in his state and

Katrina killed as many as 80 people.

NEW ORLEANS, United States (LO1) - Mississippi
Gov. Haley Barbour said Tuesday Hurricane
Katring killed as many 2= 80 poople in his stale
and burst levees in Louisiana flooded MNew
Qrleans,
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Phishing email body:

Victims of Hurricane Katrina are attermpting to recover from the massive storm. American Red Cross volunteers have
been deployed to the hardest hit areas of Katrina's destruction, supplying hundreds of thousands victims left
homeless with critical necessities.

By making a financial gift to Hurricane 2005 Relief, the Red Cross can provide shelter, food, counseling and other
assistance to those in need.

Phishing website screenshot
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Huricane 2005 Relief
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Email Body:

mandatoryupdate@aol. com
Valued ADOL Member:

Over this past weekend America Online fell victim to attacks from hackers. Thousands
of people were affected as personal and private information was illegally stelen

from them off of our servers. We are still unable to identify everyone who was

affected by these attacks.

To prevent this from happening to you or to correct the problem if you have fallen victim to such an attack, we have
created a new _Security Patch_ <URL removed= - a new, required update for members of all versions of America
Cnline Software.

Failure to _download = <URL Removed= this _Security Patch_ <URL Removed> the next 48 hours will result in the
temperary suspension of your America Onling account. At this point we will send you a Security Patch CD in the mail.
Upan installing it, your account will

be reactivated. Instead of that, you can _download our Security Patch right here

<URL Removed=, or by visiting the following URL:

After logging in you will be prompted to '‘Run’ the above Security Patch.
We thank you for your cooperation and lock forward to continue to serve you.

- i : Please complete all the fields
() Safety, Security & Privacy [\ with your CHECKING

Attention AOL Member! ACCOUNT information.

Firzt M arne M. Last Hame:
The hilling information you currently have en I |_ |
file with us is out of date. We require our
members to update and confirm their billing Street Addiess; City:
information with us on a regular basis. We do I
thie 2o that wie can offer you and your account
the highestlevel of security possible. State ZipCode:  Country: Fhone Mumber:

Please take this time to update vour account | I I |
information with us right now by by completing  Cad Number: Help CWN:Help Expration Date:
the fields to the right and clicking the "Hext’ |
battan. Failure to update your azcount with us I_L' I_Ll |
right now will result in the possible suspension FIN:Help Most Recent Balance: s potlars
of your account, | | j 4494

Thank you! G

ik hege "

Please fill out the fields above!
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Safety, Security & Privacy

Helping you hae @ meore safe and secism anfine expericncs .

Attention AOL Member!

Firgt M arne:

Please complete all the fields
below with your CHECKING

ACCOUNT information.

. Last Mare:

The billing infermation you currently have on t
file with us is out of date. We require our

members to update and confirm their billing
information with us on a regular basis. We do
this so that we can offer you and your account
the highest level of security possible.

Please take this time to update your account
information with us right now by by conmpleting
the fields to the right and clicking the "Hext'
button. Failure to update your account with us
right now will result in the possible suspension

of your account.

Thank you!

Please fill out the fields above!

o

Card Mumber: Help

Street Address: Citys

| — [Faris

State ZipCode:  Courtry: Phone Number:
E= [France [

CM: Help Expiration Date:

. B =T
FIM: Help Mozt Hecent Balance: o potiars
| | | saes

N TR ALH OF UL CARD.

uE2 I R0 bwer (ROY
ARG WA AP PAnikER

Last 3-4
digits on SR - ¥
the back of [ Next .

your cand!

Safety_._Securijy & Privacy

kg you & motn yufe sad necuro oo line caparionca

)

Arttention AOL Member!

T LHIINGg IFOrmstien you curremy have ¢n
file with us is out of date, We require our
mesnlers 1o Update s codiTiom their billing
INFo-rMMAtion With us ¢n a regular basta, Ye do
thies s that we can offer you and your aceoumt
the Nighest e el of Secity ossible.

Ploass tik e this time 10 LUPIate Your ascount
infosrmiation with us right naw by by completing
the fieldls to the right amd clicking the "Hext®
DutRen, FHILTS to Wpdats your aceount with us
right now will FEsultin the pessibls suspansion
of your accooLmt.

Thank you!

Please wait...!

Please complete all the fields e

below with your CHECKING
ACCOUNT information.

3

Firgt Mame: 1. Lak W ams:
— 1],
Shreal Addect: Cily:
QTR =
I ¥
Sb-al= fir.i:nfl: Courby Fhone Humber: ksl
Bl [ benngs AcL
Card Number: Help CyH:Help Expration Dale: 5% hshlugl
o GhaT BUX
: i IE A nces, au
FIN: Heip Mast Recart BA0E g nopars  [V0E B0 Slrant
510,000 + B tstep  flopassesol
Eiuns =Eryicss
The PIR
nurmibar —_—
ﬂ youuseat | et s aoL e
ATME ¥ Lot svec 2ol

Frezenid arem - madresse eom il et

P& SU] OIS
ADLUpdate

Mot de passe
Thank rout

Metda passs oub

]

x|

Waur ntarmsten has ha_u'r_sumasﬂ'u.la' sunmitted bo Amercs Colng for reviaw, Due Sacurs Bilng Team wil verky and update
Ehe irformetion you hawe submited bous. e wil conbart wau within 24+ hours regardng the stofus of pour ACL Upate,
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