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1.1. Highlights
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1.2. Top Used Ports Hosting Phishing Data Collection Servers
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1.3. Brands and Legitimate Entities Hijacked By Email Phishing Attacks
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1.4.

Most Targeted Industry Sectors

APWG

ISP

ATM

5.7%

86



1.5.

17

Web Phishing Attack Trends

Websense Security Labs

30
14 10 6
15 15

35 3

Websense Security Labs

10



100

Websense Security Labs 7







7 URL

Websense Security Labs

10



Fin G Wew Fewis b M Fe BH Frosles Tl Heb E

Qe O EEG P e @5 O &G P fpren @5
At U Ve e ikl m! o [ e L T * O=
You first ¥ Lloyds TSE online You first B Lioyds 155 crling

Webcome 1o Intemet banking Enter your mamarabls B ..;‘...

T b i et Lieer 0 and Poessort
b e T corupiete kg 09 plewns evier the repesisd semeers andr e tem pas Neme e inpemaron g e § o

For-yone el sy plevas o i bty M — i it prwirder] Prease ik an Hep' i) g brher mazees
Ui NWhain i Wi, ahwapd Tag off o Wil bashineg afd i yoach e plaa Fhish et chaiuctin 1, 2,3 4, 5,6 apd T Wwm ot it iinavalin
clann i bipsesl 2345
IR o Vo LR i S
- - VI e
o | L o |
F zeparund m Take the Loan Rale Chalengs MMﬁmmrmaurasmrm

el o coul lerd yomread an Auck A2 Gl s foan dquols by asd you 78
- + Lok BMDE0d S0 X e e tram For mes:.:sﬂmm
Take the Loan Rate Challenge Challenge us i grve yor 2 gl ioan el o

anid o ot bnchwnersed an Audi A2 Geta lan gucte Boey secwmTl

8 B IntD our free e dri . Far ness visit weos v eps i ooeniats

rass g wﬂu\a.%!
el pam own acooun ey the Pesrers and Sen (0 issuee e yeu be Lieyey T5H Bk ple
ol Ll TSE Sz vione sl in o guibsisad ot ond i Ecooiasce win 3| sppbedie b

ﬂ A g ﬂm ) roeme

P N A ke el b 3
Gom - O (a] @ | Do Jirewm 85 Q=" O HEO Femfp-—=—05
et ) e e A = B=
ey .t S S S e ‘
You first 18 Lioyds TSB online You it 1 Lioyds 158

-

Sorry we are unable to progress with your request

tetenal hanidng
oy |
2 Lo

Thi lellaain g avor aeiumed

TAITS - Wi b & wvn il ypani e siie aleesalion lscanety.
Phosss smme ingd Lay s apdle. [olliming the on 301 on (85t & aataly

‘Welcame 1o Intemet banking ]

e

i g LLC

o T L Dtrar=; Do
- Frvram

T by oot ot poer Lot B2 ol Prariinscod

Fioo s sl ichly, pisss of Il RE aryase know

0 b 18 e I s Fy s

hrkrg Wben saa'e frashid sbrins Yig oF fam ileriel iking s £ ouTe i g (bl gacs m
etz o o iaem
ks bt
Fro
Tt
Usey 0 | ek I S,
o Al e Mirks doll iy
e O e ] o
MM uERL R O
Tk e Lown Rute Chalsrge Chadais s o Jive v § grest an @i kirogn TR i e
2 el ot land yoursel an Audi &2 Gt ioan quoks By au}-pu ] DR bttt
nanmunn‘nlﬂaaw‘sﬂmFnrnhcn:nmwm STl a5 AP
hdanids

Poogruinn mred dili bl 38 1 bin Syl i bebag or e bosnane o Liycs TS Bank pe and Lioyts
THB Srortand pie F b8 an o812E |6 BERNE (e P AN Aty dke. NI diy) S0
hrough oo pokeed abing e Parewe o and Ve D isued 1w by Lvyids TEE Bard pc
ARl e TSE Gralied §E if o adhinaed e aad i et il il ] agpitae Tiwt

i o ez

I=
0
]

11



D S S

S S ey U

oL LSS L

TIZ24 2| 48 4|58y rl 8 4 ||*= e[ Tl 5| R Il B |l |
Al e ] el 3 A tly | ife by |t ]li|lo
g|d| f]lg| k] o Bllil k]| | g | hiilk]! gl k| i I
[zl =) | B v|b|n|m| w | b0 m| w| b |n|m|,
aps Lock 4+ Shift + <hifr Fr * hifr ;:'r a chift - E
= == mha elicando
B cao Usudrio: [si A== drtual a0 lado,
B2 8 2l | B B I e ) L
3l )1 3 e ] ipend
zllx]e gl F it )l w |l s E|=]s
Caps Lock £ e || f g-' b j“ Caps Leck i S,
:c v..'h

12




Anti-Phishing Working Group

APWG e

APWG

APWG
900 1,400

APWG

http//:www.antiphishing.org

(Tumbleweed Communications)

APWG e
2003 11
2004 6

13



