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Volume 9
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An in-depth perspective on

software vulnerabilities and exploits,
malicious code threats, and
potentially unwanted software,
focusing on the first half of 2010
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FIGURE 55. Phishing sites and impressions tracked each month from January to June 2010, relative to the monthly
average for each
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FAGURE 57. Active phishing sites tracked each maonth from January to June 2010, by type of target
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FIGURE 56. Impressions for each type of phishing site each month from January to June 2010
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FIGURE 58. Phishing sites per 1,000 Internet hosts for locations around the world in 2Q10
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Reputation Services and Phishing Filter Data Providers

Futiished: Apl 4, 2005 | Uipdatad: July 15, 2007

Reputation Services
Re=putstion s=rvic=s play 2 critizal rols in =-mail authentication and identity veriflication. Microseft works cossly with several companiss that provide such reputation s=rvices.

Prowider About their solutions
BONDED SEMDER is now Sender Seore Certified
Sendersm h Microsoft ar_vd Windows Live Hohnail.utilinﬂ the S:nd{:r Score Cedified pr\?-gmm from -Rgtum Path Inc. S:nd:r.Smn: Cgrt.iﬁ:d is one of
=g 1 the most widehy accapted accraditation programs svailable todey for legitimate =-mail senders, The program idertifies lagitimats senders

of =-mail Bas=d on their past s=nding Behavicr and their adher=nce to strict program standands. Sender Scors Certifisd gives =-mail

A sorco of Rietum Puth ~/ . ) ; ) )
recipiznts 2n sbjestive way 1o help bock unwanted =-mail messages and deliver legitimate nes.

Microsoft Phishing Filter Data Providers

Te provide an unparalizied J=vel of protection frem phishing =xpisits, Mizrossft has ag rits with s=varsl inl fiats providers bz izally provids information t= Misrmssft on
thousands of confirmed phishing Web sites. Microssft has irtegrat=d this dats ints the Mizrossft Phishing Filter t=chnalogy, which is available for the MSN Search Toolbar and for Intemat
Explorzr T for Windows Vista and Windows ¥P SP2. Today this data is belping improve orlins safzty for millions of us=rs wendwids.

Provider About their solutions

BrandProtect

ErandFrotect, 2 leader in int=rmet reputation mansgement, empowers organizations = gain control over how they ars represented online
@brandprotect by uncsvering and mitigating the issues that put their reputation st risk and sreds customer trust, SrandProtects Resporss Ssrvices help

detect, uncover and mitigate brand and trademark infringement imzwes, phishing attacks, web traffic dhrersions, website integrity wes
and defamatory discussions. BrandProtect has relstionships with more than 3,500 Intemet Service Providers gicbally.

Cyveillance
(_,.n..\" Cyvweillancs, s world lzadar in oybar intali providas =r intall l=f approach ts smcunly. Through continusus, ssmpralersie
" \;P Intem=t monitoring and st it aralysis, Cyveillancs proactively identifies and elimi threats to infermation,
cwel I Ia n ce“’ infrastructure, individuals, and their intaractions, thersby =nabiing its customers to praserye their reputation, revenuss, and customer

trust. Cyveillance s=rves the Global 2000 and OEM Data Pardners, protecting the majority of the Fortune 50, regional financial instituticns

The Warld Leader in Cyber Intelligence™ nationwiide, and more than 30 million giobal consumers through its partnerships with security and Int=rnet service providers.
Internet Identity
L Int=rmat [d=ntity is & lzsderin the ares of Intermst pres=nce control, =nabling financial s=rvices fims and =-commeros companies = help
1 r protect their customers against online frawd, Combining innovative technology with an extenshre network of provider relationships,
- Int=rnet [dentity delivers highly effective fraud Web site deactivation and domain name control services,
InternetIdentity

MarkMonitor e

kM e MarkManitar, 2 gisbal lzader in =rtarprise brand protection, offers comprehersive sslutions and services to safeguant brands, reputation,
ﬂ Mar Ommr =rd reverus from crline risks, With =nd-ts-znd sslutisns that sddress the growing thrests of orfine fraud, brand abuss, and

urautharized channzls, MarkManiter makes the Intzmet safzr for businzsses and their customars, The company's sxdusive acs=ss t=
dats combined with its real-tims detection, investiation, and resporss capabiiities provide wids-ranging protection from the =var-
charging srfine rizks that brands facs tzday.

Netereft

Tha Netcraft toclbar community is 2 giant neighborhood watch schame, smpowering the most sled membars to defand the rast of the
csmmunity agsinst phishing frauds. To date it has blocked mare than half = milisn phishing URLs simed =t customars of cwer 800
institutizrs. Netcrafl provides 3 comprahensive s=t of s=curily and artifraud s=rvices T financial institutions nd Intermet infrastructurs
c=mparies,

RSA Securi
RSA Security Inc. is an =xpert in protecting onfine idertities and digital assets. The imventor of core s=curity technologies for the Intarmet,
R SA RSA Security l=ads the way in strong authentication, encryption, and antifraud protection, bringing trust to millicns of user identities and
the traneactizrs thay parfzrm. The RSA Sseurly prifslic of award-winring s=lutizrs helpe Dusinesses Tz =stabiieh whe's whe, and what

[Ep——
SECURITY ey san &2, erlivs

S21sec
S21zec i a keading company in IT security services. Founded in 2000, S2izec offers holistic security services that foous on protedting the

mest valuable components of an crganization: digital assats, information, and imags. With offices in various courtries, and = steng
Sec imvestmart in res=arch ard development, S2izec helps businesses marage their s=curly 24 bours = day, 7 days 2 wesk.

http://www.microsoft.com/mscorp/safety/industry/providers.mspx
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