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AntiPhishing Working Group(APWG)
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Multi-function Financial Crimware
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TABNABBING: SHING ATTACK

- Sometimes | think | missed my calling;
0 bad my parents brought me up with scruples.

The web Is a generaf]
being devious is so 1

Most phishing attacks depend on an original deception. If you detect that you
are at the wrong URL, or that something is amiss on a page, the chase is up.
You've escaped the attackers. In fact, the time that wary people are most wary is
exactly when they first navigate to a site.
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”

“I was mugged in London, please send money"--

(AR CHREZH>TLENELE . AE BB EE TS -+

Hello!

I'm sorry | didn't inform you about my traveling... am presently in London, United Kingdom on short vacation and as i write to you now..
its unbelievable am stuck here,got mugged at gun point on my way to the hotel and my money,credit cards phone and other valuable
things were taken off me at ﬂun point ankln% ﬁlmI%h%g r save keem% my passport., i really need your urgent assistance
quickly 7 1JUST NEED SOME FEW HUNDREDS $55 TO SORT OUT MY HOTEL BILLS AND |i promise to refund it back to you once |
get home cause i still have some cash in my account but | cant access any here right now ,already canceled all my cards immediately
after the muggers took my things off me!!! still at the public internet library where am making use of the free internet access, i will
forever be grateful if you can help me Waitin 3 to hear from you quickly cos my flight leaves in few hrs but need to sort the hotel bills
and please save me from been embarrasse

Thanks.
Michele

5

SecureBrain



0 E DK

+ FEOIT v HERIE  ECHA M ELHERN R ELH>TINS,
3 A3 —2yrRBAEOPETII. FAMUDEFIRREREIE
ATWVEWNA ILEENBZIZICNIRASVEAFTTHIEN

2009F F£ THelVTL V=,

v EEAVEYIIZRIZITFrybERFEDBE Y A~ 2008F )|
H. 200100 FBEDKRMMETIEIFIBE AT ET=T09
YA HHIELT-,

P

B

- g

SecureBrain




CNFASDIEBIEADSE A

CNNIC

China intamet Matwark Informasion Center

An-Phashing Allance of China -
* B E B & N B B B



490 EREBEMIZDLNT

H—/\ElD
W [oFuE %t 2R

ISP %t 5

SecureBrain



PC- 0547 2 MMAID®

FUoFIAILA

ARINLA— L E

BBz Y Ak
FON

fRERRA LB LE

8

SecureBrain



I H—/\BIDOXFEIZDNT

rjIj"j'_/ {0) "|

K IEGIEEA

WS ARE

/ mEoes \
o SUE N
\Q\ y
(ﬂd)ﬁ:ﬁl} ,\*E;;tz S

SecureBrain



ISPEID¥F I DULNT

RELGH—/IEE

NI TITERE

TREINSE - e it

8

SecureBrain



&
EFXDOEXa)TEICIMAT!

_1 RO EEHERALTI I v S R | = § _

Z CTLNPA i]fﬁ L EEEEEE———
S S

D ARSIk
RET7OERAMER

FOEAN: LAYk

RINLT R L

e CATL
R T ™ ERImA L\ 3R

ﬁ RETIEARE H—E R ER

DAILAX R .
Eap 2 AR SecureBrain
I I4IEYG




F=EH

v TV VU ERROBEBEFEFIHRAELELTNEY,

¥ DAIWR-RINLDLT BEAFRETIERFE BHED
HIIEPETT,

v [BEDFENBUVERAINDSZEEHYFET,

» 7I)r—230 - —E XTS5V ITA—LDHEL X, FiT-
HEBZEAHET,

v MEICDWTIEXIY)a—a D ;ER I ERRICNEERINE
(BB IBEELGRAULTT,

v TV WMERBES. EX ) TARUE—(T 5’ ED.

D09 T FEEREEB W RETBAA—RVNREDEE(C
BALTLEFET, é

SecureBrain



BB YUMNESICSNVET,

S

SecureBrain



	フィッシングの最新動向と対策技術について
	本日のアジェンダ
	株式会社セキュアブレインのご紹介
	当社の実績
	AntiPhishing Working Group（APWG）
	APWGフィッシング詐欺の届け出傾向
	フィッシング詐欺の対象となった業種（2010/Q1）
	海外のフィッシング詐欺動向
	Multi-function Financial Crimware
	最近の攻撃事例 - Gumblar+フィッシング詐欺
	リアルタイムな情報搾取
	リアルタイムな情報搾取
	APWG vs 犯罪組織
	スライド番号 14
	犯罪組織は別の手法を模索
	新たな攻撃手法：Tabnabbing Attack
	おまけ：海外にもある、振り込め詐欺
	中国の状況
	CNドメインの正常化への努力
	フィッシング対策技術について
	PC・クライアント側の対策
	サーバ側の対策について
	ISP側の対策について
	従来のセキュリティ対策に加えて！
	まとめ
	ご清聴ありがとうございます。

